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Chapter 1

SELinux

1.1 ແ㻿

1. 㟓લᦢᚐလᶐຫ (Discretionary Access Control, DAC)

(a) പ㏤⸐⎝→⏺䧸㟪ᣢ㯒䦌హ効ఔẤㄒᤱ⸐Ẑ⁲㘽㟪⎝→䅤✘⸐ rwx⏺䧸௽┶
ᛉ⁲⥠ᚐလ⸐㜆༌֋

(b) 㢲㽕ㄒᤱ᝿ root⏺䧸劫ຼ෭ေጃ㍾㏤ઁ䑵୲ௌ䅤✘ᚐလ֋

(c) 㢲Ωಂ⹠䛯⏺䧸⤂ 777劫ຼ୲ௌᣢ㯒⸐ㄒᤱ䔟ေ୲᭞ᚐလဓᜐො֋

2. ㍾㏤๱⯡ᅰ䮡

(a) ෞ䔍ᄐᢢ⸐䅤✘㽽ⳣ䒛䷫ὡᒣ䔍ỷẗ֋

(b) ᄐᢢ䅤✘㽽ⳣ効㍾㏤管理ᄐ⤂૽㟓᢮Ὗశ劫ᜦ䧜⣃⩙ᚽ全䦌䥇ᰵΩಂ⎝→⹠
䛯⸐⏺䧸㼡ᛉ⤂ 777֋

(c) ⤂ᶐ管ᄐᢢ䅤✘㽽ⳣᅰ䮡劫㗑ዯዯᛢ安全᝘ (NSA) 䥉⸊安全ᐿᧂᦢ Linux
劧SELinux, Security-Enhanced Linux动⌸㏀劫ઝἣ၆ລ LinuxↃᩇ֋

(d) SELinux῁੷ㄮᧂຫᚐလᶐຫ劧mandatory access control, MAC动⸐ᜋ⯡֋

3. ᧂຫᚐလᶐຫ

(a) 䗫ᜬ⪃ᛉ⸐ㄒᤱ㟪⪃ᛉ⸐⎝→䅤✘䑵㶈⏺䧸⸐ᶐ管֋

(b) WWW server ᅻང⸐ㄒᤱ⤂ httpd劫selinux 䭳㼡഼㜆ጃ/var/www ⹠䛯ંᚐ
လ⎝→֋

4. 䥉ᅻ SELinux๱⯡⸐⯡䄎効

(a) httpd䕧㖴⑄ᣦ劫䧜⣃⩙૖ỹ㶈劫஽ⳣᱍᝋ῁⥠▊㼞ᅰ劾

(b) vsftpd䕧㖴⑄ᣦ劫䧜⣃⩙૖ỹ㶈劫஽ᛑᱍ㇋㼞ᅰᶷだ⥠▊䎣᷁ᛢ⹠䛯劾

(c) 䦌䥇 SELinux ᨐ੷๾⑄ᣦ劫ዎ⑅ᨌᒦ଱ᜬ SELinux ⁲૽⊟ᒯ⸐ೆ㺟劫㽬
⤂ SELinux ာ⁲ᣤ௽児⦠劫ὡ῁䒰ẕጃ安㸅㍾㏤ᨐᰵ๱⯡ᅰ䮡ῑ䦌䥇
SELinux֋

(d) ᜋ䨸ઁ劫SELinux ጃᨌᒦῑಐᶷఒ䦌䝔⸐౔䨹劫᱔ଡ଼䒼῁㺕䥉ᅻ SELinux劫
๱⯡⥠▊㼞ᅰ㈕ᅰ䮡ῑ劫ଡ଼౥Ỷ SELinux 安全ઁંἶ֊ᢻ⃲ಳ... ㈕Ὗᦢ௽
㻦┶֋
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1.2. SELINUX CONTEXTS CHAPTER 1. SELINUX

1.2 SELinux Contexts

1. Linux Ꮀ㶈ㄒᤱᰵ⎝→⁮ଡ଼ SELinux ઁંἶ (Contexts) ೑⌰㼑劫ෞᛥ཯ၨ効
SELinux user, role, type, level劫ଡ଼䑣଒䅤㼆௽ᶐຫᚐလ┶ᛉ֋

2. ls -Z ℹ㽉⎝→⸐ SELinux contexts劫ຍ๱ዊಂ⏶௄ user:role:type:level劫๽
ປଡ଼ฉ㯒䨲䥉֋�
1 [root@kvm7 ~]# ls -Z anaconda-ks.cfg

-rw-------. root root system_u:object_r:admin_home_t:s0 anaconda-ks.cfg
� �
(a) user効௶ⳣ㘽䌝୴劫ଡ଼⿹㽬 SELinux ㈡ⴕ劫Linux user ᣢ㯒⁮㷗ᜬ᯶ລ

SELinux user劫Ꮀ㶈 semanage login -lေଡ଼ຍ๱෠㘽⸐ᜬ᯶劫ᓵ⃶⥠୲ௌዌ
᯶劫㶟だ/etc/selinux/targeted/active/seusers 䑣ಂ⎝→઄ᚐጃ劫seusers ῁
ⳬ selinux-policy-targetedᓕ୭ᶷఒ劫䗜὘安㸅ᓕ୭࿋ေ֋�

[root@kvm7 ~]# yum reinstall selinux-policy-targeted
� �
෭ત __default__ 㶟だ⸉ො⸐ⳣᱍ劫੷㠉῁௶ⳣ useradd ᐿ༑⸐ᣢ㯒劺
system_u㶟だ㍾㏤ㄒᤱ劫ⳬᎰ㶈௶ⳣ㘽ေଡ଼⿹㽬䌝୴֋�
1 [root@kvm7 ~]# semanage login -l

Login Name SELinux User MLS/MCS Range
Service

3 __default__ unconfined_u s0-s0:c0.c1023 *
root unconfined_u s0-s0:c0.c1023 *

5 system_u system_u s0-s0:c0.c1023 *
� �
(b) role効SELinuxଡ଼Role-Based Access Control (RBAC)ᶐຫᚐလ劫㻗㡉 (role)
┶ᛉ῁ၣေᚐလ domain劫㙂⒚ಂ userေଡ଼⁲ᒦಂ㻗㡉劫஽၊੷ῑ䥑ာ㜆⁲
੷ಂ㻗㡉֋

(c) type効ᴁᛉ䅤ὄፔປ劫㺠ຼતᛉ㗩ௌㄮㄒᤱፔປ㼞ᅰௌㄮ⎝→֋

(d) level効Multi-Level Security (MLS) and Multi-Category Security (MCS)劫഼ጃ
MLS㈡ⴕંᱠ⁲ⳣ֋

De-Yu Wang CSIE CYUT 2



1.3. ᅻང֊䦌䥇㟪㻅ᜄ CHAPTER 1. SELINUX

3. SELinux Contextsዊಂ⏶௄㾃ᾧ効

䭪⹠ ⳣᱍ (user) 㻗㡉 (role) 䮰ፔ (type) ㎜ປ (level)
ㄒᤱ system_u ⤂

㍾ ㏤ ⁶ ཈ ㄒ
ᤱ劫ဝລ管ຫ֋
unconfined_u ⤂
઄管ຫㄒᤱ劫䑤
ᣦ 䔟 ῁ ⳣ ᱍ 㟓
᢮ 䥉 ᅻ ⸐劫 ᓵ
bash֋

system_r ⤂
㍾ ㏤ ⁶ ཈ ㄒ
ᤱ劫ဝລ管ຫ֋
unconfined_r ⤂
઄管ຫㄒᤱ劫䑤
ᣦ 䔟 ῁ ⳣ ᱍ 㟓
᢮ 䥉 ᅻ ⸐劫 ᓵ
bash֋

ጃ targeted ㈡ⴕ
ં劫ာ⁲෠㘽⸐
䮰ፔᜬ᯶ઁ劧઄
୚㶟⹪၊动劫ㄒᤱ
ᱠ㜆ᚐလ⎝→֋

MLS 安全㎜ປ劫
഼ጃMLS㈡ⴕં
ᱠ⁲᭞㗩֋

⎝→ system_u ⤂
㍾ ㏤ ⁶ ཈ ໩
ᦎ ⸐ ⎝ →֋
unconfined_u ⤂
ⳣᱍ㟓᢮໩ᦎ⸐
⎝→֋

ጜ⤂ object_r劫
㶟だ੷ಂ⎝→֋

ጃ targeted ⌸ᦢ
ં劫ာ⁲෠㘽⸐
䮰 ፔ ᜬ ᯶ ઁ ૽
劧઄୚㶟⹪၊动劫
ㄒᤱᱠ㜆ᚐလ⎝
→֋

MLS 安全㎜ປ劫
഼ጃMLS⌸ᦢં
ᱠ⁲᭞㗩֋

1.3 ᅻང֊䦌䥇㟪㻅ᜄ

1. SELinux䥉⍮ᅻང⌸ᦢ�
1 [root@kvm7 ~]# vim /etc/selinux/config

[root@kvm7 ~]# cat /etc/selinux/config
3

# This file controls the state of SELinux on the system.
5 # SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
7 # permissive - SELinux prints warnings instead of enforcing.

# disabled - No SELinux policy is loaded.
9 SELINUX=enforcing

# SELINUXTYPE= can take one of three two values:
11 # targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes
are protected.

13 # mls - Multi Level Security protection.
SELINUXTYPE=targeted
� �

2. 䦌ᜄ⹠ແ SELinux⫂ᮍ�
[root@kvm7 ~]# sestatus

2 SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux

4 SELinux root directory: /etc/selinux
Loaded policy name: targeted

6 Current mode: permissive
Mode from config file: enforcing

8 Policy MLS status: enabled
Policy deny_unknown status: allowed

10 Max kernel policy version: 28

De-Yu Wang CSIE CYUT 3



1.4. SELINUXᎰ㶈㈡ⴕ CHAPTER 1. SELINUX


� �
3. Ỷ䁅 SELinux⌸ᦢ�

[root@kvm7 ~]# getenforce
2 Permissive

[root@kvm7 ~]# setenforce 1
4 [root@kvm7 ~]# getenforce

Enforcing
� �

1.4 SELinuxᎰ㶈㈡ⴕ

1. 䕧㖴⎝→/etc/selinux/config 䒼཯ၨ૽ SELinux Ꮀ㶈㈡ⴕ⸐䅤㼆劫䑛䒋Ỷ䁅䁅ἧ
SELINUXTYPE⸐ಳᜋ⯡効�
1 [root@kvm7 ~]# tail -5 /etc/selinux/config

# SELINUXTYPE= can take one of three two values:
3 # targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes
are protected.

5 # mls - Multi Level Security protection.
SELINUXTYPE=targeted
� �

2. ㈡ⴕ㾃ᾧ

(a) targeted効䭳㼡௶ⳣ⸐㈡ⴕ劫ᜬᒯ䔍๽㐙㏗⁶཈ㄒᤱ䑵㶈管ຫ֋

(b) minimum効ଡ଼ targeted⤂Ꮃ〼劫഼ᜬ䒰ᛉ⸐㐙㏗⁶཈ㄒᤱ䑵㶈管ຫ֋

(c) mls効ᒦ㎜安全౔䀵劫ᜬ᱔⁲⸐ㄒᤱ䑵㶈管ຫ劫῁⁫ኪↇ⸐㈡ⴕ劫䕧㖴䩲᥅
䫚ᣦᒯ֋੷㠉઄ⳣ劫䨇䫚ᜬ安全᪗⁲⊟䷫⸐㺕┅֋

3. ℹ㽉㍾㏤ာ安㸅 targeted㈡ⴕ֋�
[root@kvm7 ~]# ll -lrt /etc/selinux/

2 total 12
-rw-r--r--. 1 root root 2321 Jun 10 2014 semanage.conf

4 drwxr-xr-x. 6 root root 4096 Dec 28 2018 targeted
-rw-r--r--. 1 root root 546 Oct 14 19:24 config
� �

4. 㢲㺕௶ⳣ mls㈡ⴕᩉ䭭安㸅安㸅ᓕ୭֋�
1 [root@kvm7 ~]# yum install selinux-policy-mls
� �

De-Yu Wang CSIE CYUT 4



1.5. SELINUXᎳₒⳣ▊ CHAPTER 1. SELINUX

1.5 SELinuxᎳₒⳣ▊

1. coreutils⸐ᢢ෮ᓵ ps֊lsေଡ଼ᐿ༑ Z䒰䭪⸐Ὗᦢလᨛ SELinux⸐䅤㼆֋�
1 [root@kvm7 ~]# ls -Z anaconda-ks.cfg

-rw-------. root root system_u:object_r:admin_home_t:s0 anaconda-ks.cfg
3 [root@kvm7 ~]# ps auxZ | grep apache

system_u:system_r:httpd_t:s0 apache 15694 0.0 0.2 215320 3040 ? S
5 Oct14 0:00 /usr/sbin/httpd -DFOREGROUND
� �

2. chcon౥Ỷ⎝→ᰵ⹠䛯⸐ SELinux contexts֋�
1 [root@kvm7 ~]# chcon --help

Usage: chcon [OPTION]... CONTEXT FILE...
3 or: chcon [OPTION]... [-u USER] [-r ROLE] [-l RANGE] [-t TYPE] FILE

...
-u, --user=USER set user USER in the target security context

5 -r, --role=ROLE set role ROLE in the target security context
-t, --type=TYPE set type TYPE in the target security context

7 -l, --range=RANGE set range RANGE in the target security context
-R, --recursive operate on files and directories recursively

9 -v, --verbose output a diagnostic for every file processed
� �
3. chcon㉷ం�

1 [root@kvm7 ~]# ls -Z /etc/resolv.conf
-rw-r--r--. root root system_u:object_r:net_conf_t:s0 /etc/resolv.conf

3 [root@kvm7 ~]# cp /etc/resolv.conf .
[root@kvm7 ~]# ls -Z resolv.conf

5 -rw-r--r--. root root unconfined_u:object_r:admin_home_t:s0 resolv.conf
[root@kvm7 ~]# chcon -t net_conf_t resolv.conf

7 [root@kvm7 ~]# ls -Z resolv.conf
-rw-r--r--. root root unconfined_u:object_r:net_conf_t:s0 resolv.conf
� �

4. restorecon᫆ᨭ⎝→ᰵ⹠䛯⸐ SELinux contextsລ䭳㼡ಳ֋�
[root@kvm7 ~]# restorecon

2 usage: restorecon [-iFnprRv0] [-e excludedir] pathname...
usage: restorecon [-iFnprRv0] [-e excludedir] -f filename
� �

5. restorecon㉷ం�
1 [root@kvm7 ~]# restorecon resolv.conf

[root@kvm7 ~]# ls -Z resolv.conf
3 -rw-r--r--. root root unconfined_u:object_r:admin_home_t:s0 resolv.conf
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� �
6. getseboolℹ㽉 SELinuxᢻ⃲ಳፔ㺠ຼ⸐⫂ᮍ֋�

1 [root@kvm7 ~]# getsebool
usage: getsebool -a or getsebool boolean...
� �

7. getsebool㉷ం�
[root@kvm7 ~]# getsebool -a | grep ssh

2 fenced_can_ssh --> off
selinuxuser_use_ssh_chroot --> off

4 sftpd_write_ssh_home --> off
ssh_chroot_rw_homedirs --> off

6 ssh_keysign --> off
ssh_sysadm_login --> off
� �

8. setsebool䥉䦌 SELinuxᢻ⃲ಳፔ㺠ຼ֋�
1 [root@kvm7 ~]# setsebool

Usage: setsebool [ -NPV ] boolean value | bool1=val1 bool2=val2...
� �
9. setsebool㉷ం劫╌༑ -P䒰䭪ာ῁⯡ጃⳞỿ劫䗜䥉⍮ᨐ⁮᫆ᨭລ࿲㼡ᛉಳ֋�

[root@kvm7 ~]# setsebool sftpd_write_ssh_home on
2 [root@kvm7 ~]# getsebool -a | grep ssh

fenced_can_ssh --> off
4 selinuxuser_use_ssh_chroot --> off

sftpd_write_ssh_home --> on
6 ssh_chroot_rw_homedirs --> off

ssh_keysign --> off
8 ssh_sysadm_login --> off
� �

10. semanage㼡ᛉ SELinux㈡ⴕ⸐Ω଒ය㎢劫ంᓵ効⎝→ context֊ㄒᤱ᎛㯒㈕֋�
[root@kvm7 ~]# semanage

2 usage: semanage [-h]

4 {...,port,..,fcontext,...}
...

6 semanage is used to configure certain elements of SELinux policy with-
out

requiring modification to or recompilation from policy source.
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8
port Manage network port type definitions

10 fcontext Manage file context mapping definitions
boolean Manage booleans to selectively enable

functionality
� �
11. semanage㉷ం੷効⚘༑⹠䛯⸐ SELinux context֋�

1 [root@kvm7 ~]# mkdir /usr/share/www
[root@kvm7 ~]# ls -Z /usr/share/www

3 [root@kvm7 ~]# ls -Zd /usr/share/www
drwxr-xr-x. root root unconfined_u:object_r:usr_t:s0 /usr/share/www

5 [root@kvm7 ~]# semanage fcontext -a -t httpd_sys_content_t "/usr/share/
www(/.*)?"

[root@kvm7 ~]# ls -Zd /usr/share/www
7 drwxr-xr-x. root root unconfined_u:object_r:usr_t:s0 /usr/share/www

[root@kvm7 ~]# restorecon -Rv /usr/share/www
9 restorecon reset /usr/share/www context unconfined_u:object_r:usr_t:s0

->unconfined_u:object_r:httpd_sys_content_t:s0
11 [root@kvm7 ~]# ls -Zd /usr/share/www

drwxr-xr-x. root root unconfined_u:object_r:httpd_sys_content_t:s0 /usr/
share/www
� �

12. semanage㉷ంଃ効⚘༑ httpdㄒᤱම㼣㼞ᅰ⸐ port֋�
[root@kvm7 ~]# semanage port -l | grep ^http_port

2 http_port_t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000
[root@kvm7 ~]# semanage port -a -t http_port_t -p tcp 8989

4 [root@kvm7 ~]# semanage port -l | grep ^http_port
http_port_t tcp 8989, 80, 81, 443, 488, 8008, 8009, 8443, 9000
� �

13. semanage㉷ం઀効ຠ䨇 httpdㄒᤱම㼣㼞ᅰ⸐ port֋�
1 [root@kvm7 html]# semanage port -d -t http_port_t -p tcp 8989

[root@kvm7 html]# semanage port -l | grep ^http_port
3 http_port_t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000
� �

1.6 SEtools

1. seinfoေℹ㽉 SELinux Context type劫඿ℹ seinfoႯ巙ⳬᄙಂᓕ୭ᶷఒ劾�
1 [root@kvm5 ~]# yum provides *bin/seinfo

....................
3 Matched from:
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Filename : /usr/bin/seinfo
� �
2. seinfoႯ巙ⳬ setools-consoleᶷఒ劫安㸅⑅ᓕ୭֋�

[root@kvm5 ~]# yum install setools-console
� �
3. Ꮀ㶈 seinfo -tຍ๱᱔⁲ selinux context type劫คଡ଼管㐼㯋理ဓ grep䒋⡡ samba
⹪䦌⸐ type֋�
1 [root@kvm5 ~]# seinfo -t | grep samba

samba_secrets_t
3 samba_spool_t

samba_unconfined_script_exec_t
5 samba_net_t

samba_var_t
7 samba_net_exec_t

samba_net_tmp_t
9 samba_unconfined_net_t

samba_unconfined_script_t
11 samba_unit_file_t

sambagui_exec_t
13 samba_share_t

samba_initrc_exec_t
15 sambagui_t

samba_etc_t
17 samba_log_t
� �
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Chapter 2

SELinux管理 Confined⁶཈

2.1 ແ㻿

1. ੷㠉㙂㻿劫⸉ොⳣᱍ䒈௓ጃ઄ဝ䧸 (Unconfined) unconfined_t domain劫ⳬ init
ᅻང⸐㍾㏤ㄒᤱ䒈௓ὡ઄ဝ䧸 unconfined_service_t domain֋

2. ᤢૅ⒚ㄮ⁶཈䔟ᶏဝ㐙䉭ઁ⸐㾝┅劫ంᓵ効sshd, httpd, vsftpd ㈕䔟῁ဝ䧸⸐
(Confined)֋

3. ဝ䧸⁶཈ጃ㟓᢮⸐ domain䒈௓劫െ httpd⁶཈䒈௓ጃ httpd_t domain֋

4. ေᎰ㶈Ⴜေᜐො㼑ൻ䷧၊ῑ䒣ⳣὡὡဝ䧸᎚Ⴜₐဝ䧸 domains֋

5. 䭳㼡⫂╷劫䒈௓ὡ઄ဝ䧸 domain ေ䕧㖴㼑᯦䷧ઝᎰ㶈劺ဝ䧸 domain ຼ䑛䒋
SELinux booleanಳ⸐䥉䦌⎪ℹઝ┶ᛉ῁ၣေ䕧㖴㼑᯦䷧ဓᎰ㶈֋

2.2 Httpd SELinux Context

1. 安㸅ᓕ୭֋�
1 [root@kvm7 ~]# yum install httpd -y
� �

2. ᅻང httpd⁶཈劫ઝ㼡ᛉ䥉⍮ᅻང֋�
1 [root@kvm7 ~]# systemctl enable httpd.service

[root@kvm7 ~]# systemctl start httpd
� �
3. ℹ⹺ httpd⁶཈⸐ context⸐ type῁ httpd_t劫䒈௓ጃ httpd_t domain֋�

[root@kvm5 ~]# ps -eZ | grep httpd
2 system_u:system_r:httpd_t:s0 10803 ? 00:00:00 httpd

system_u:system_r:httpd_t:s0 10804 ? 00:00:00 httpd
4 system_u:system_r:httpd_t:s0 10805 ? 00:00:00 httpd

system_u:system_r:httpd_t:s0 10806 ? 00:00:00 httpd
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6 system_u:system_r:httpd_t:s0 10807 ? 00:00:00 httpd
system_u:system_r:httpd_t:s0 10808 ? 00:00:00 httpd
� �

4. ๾᷁ᢢ௓⹠䛯ລ㐙䭦⸐ↄ⹠䛯/var/www/html֋�
1 [root@kvm7 ~]# cd /var/www/html/
� �

5. cal࿈๱ⁱ‽劫๽ປᚐὡ rootᛢ⹠䛯ဓ/var/www/html⹠䛯֋�
1 [root@kvm7 html]# cal > ~/index.html

[root@kvm7 html]# cal > index1.html
� �
6. ᜦ rootᛢ⹠䛯ઁ⸐ index.htmlㄆລ/var/www/html⹠䛯֋�

[root@kvm7 html]# mv ~/index.html .
� �
7. ℹ⹺/var/www/html ⹠䛯ઁ⸐ index.html ဓ index1.html ⸐ SELinux contexts劫

index.html῁ⳬ rootᛢ⹠䛯ㄆ䒋ဇ⸐劫᱔ଡ଼῁ admin_home_t֋�
1 [root@kvm7 html]# ls -Z index*.html

-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0
index1.html

3 -rw-r--r--. root root unconfined_u:object_r:admin_home_t:s0 index.html
� �
8. index1.html ⸐ SELinux context ῁ httpd_sys_content_t劫᱔ଡ଼㐙䭦㼞ᅰᰰ༐劫
ຍ๱ⁱ‽֋�
1 [root@kvm7 html]# curl http://127.0.0.1/index1.html

October 2019
3 Su Mo Tu We Th Fr Sa

1 2 3 4 5
5 6 7 8 9 10 11 12

13 14 15 16 17 18 19
7 20 21 22 23 24 25 26

27 28 29 30 31
� �
9. index.html ⸐ SELinux context ῁ admin_home_t劫᱔ଡ଼๱⯡╘⁲⏺䧸ᚐလ⸐㼆
᫓劫㐙䭦⥠▊㼞ᅰ֋
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�
[root@kvm7 html]# curl http://127.0.0.1/index.html

2 <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

4 <title>403 Forbidden</title>
</head><body>

6 <h1>Forbidden</h1>
<p>You don't have permission to access /index.html

8 on this server.</p>
</body></html>
� �

10. restoreconᜦ/var/www/html/⹠䛯ં⸐ index.html᫆ᨭລ䭳㼡⸐ SELinux context
httpd_sys_content_t֋�
1 [root@kvm7 html]# restorecon index.html

[root@kvm7 html]# ls -Z index*.html
3 -rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0

index1.html
-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 index

.html
� �
11. ค␎䑭㐼㐙䭦 index.html劫᢯ေᰰ༐ຍ๱ⁱ‽֋�

[root@kvm7 html]# curl http://127.0.0.1/index.html
2 October 2019

Su Mo Tu We Th Fr Sa
4 1 2 3 4 5

6 7 8 9 10 11 12
6 13 14 15 16 17 18 19

20 21 22 23 24 25 26
8 27 28 29 30 31
� �

2.3 Httpd SELinux Port

1. ℹ㽉 http_port_t劫8989 port઄῁ httpdㄒᤱම㼣㼞ᅰ⸐ port֋�
[root@kvm7 html]# semanage port -l | grep -w http_port

2 http_port_t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000
� �
2. 㑉䎍 httpd⁶཈䕧㖴⎝劫ᜦ⁶཈⸐㼞ᅰ᎛㯒Ỷᰰ 8989֋�

[root@kvm7 html]# vim /etc/httpd/conf/httpd.conf
2 [root@kvm7 html]# grep ^Listen /etc/httpd/conf/httpd.conf

Listen 8989
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� �
3. ⥠▊䗜὘ᅻང httpd⁶཈֋�

1 [root@kvm7 html]# systemctl restart httpd.service
Job for httpd.service failed. See 'systemctl status httpd.service' and '

journalctl -xn' for details.
� �
4. ℹ⹺ httpd⁶཈⫂ᮍ֋�

[root@kvm7 html]# systemctl status httpd.service
2 httpd.service - The Apache HTTP Server

Loaded: loaded (/usr/lib/systemd/system/httpd.service; enabled)
4 Active: failed (Result: exit-code) since Thu 2019-10-17 07:23:04 CST;

15s ago
....

6 Oct 17 07:23:04 kvm7.deyu.wang systemd[1]: Starting The Apache HTTP
Server...

Oct 17 07:23:04 kvm7.deyu.wang httpd[17917]: (13)Permission denied:
AH00072:...9

8 Oct 17 07:23:04 kvm7.deyu.wang httpd[17917]: (13)Permission denied:
AH00072:...9
� �

5. ὘ᐿ 8989⤂ httpd⁶཈ම㼣㼞ᅰ⸐᎛㯒֋�
[root@kvm7 html]# semanage port -a -t http_port_t -p tcp 8989
� �

6. ค䗜὘ᅻང httpd⁶཈劫ᰰ༐ᅻང⁶཈֋�
1 [root@kvm7 html]# systemctl restart httpd.service
� �

7. ⛀㽋ଡ଼ 8989᎛㯒䑭㐼㐙䭦劫ᰰ༐ຍ๱ⁱ‽֋�
1 [root@kvm7 html]# curl http://127.0.0.1:8989/index.html

October 2019
3 Su Mo Tu We Th Fr Sa

1 2 3 4 5
5 6 7 8 9 10 11 12

13 14 15 16 17 18 19
7 20 21 22 23 24 25 26

27 28 29 30 31
� �
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2.4 NFS Server

1. NFS㟪 SELinux

(a) 䭳㼡ᬚ╷ NFS ῁ဝ䧸⁶཈劫஽ nfsd ⁶཈㷗⌰㼑⤂઄ဝ䧸⸐ kernel_t
doaminፔᮍ֋

(b) SELinux㈡ⴕ䭳㼡ම㼣 NFS๽ଢ⎝→劫㙂ઋửᷚ serverപ䒚 SELinux⌰㼑
ລ client劫ଡ଼ᶷఒᜬ NFS⁠安全⸐ᶐຫ֋

2. 安㸅 nfs-utilsᓕ୭֋�
[root@kvm5 ~]# yum install -y nfs-utils
� �

3. ᦎㆱ NFS๽ଢ⹠䛯/public֋�
1 [root@kvm5 ~]# mkdir /public
� �

4. ℹ⹺๽ଢ⹠䛯/public⸐ SELinux Context⤂ default_t֋�
1 [root@kvm5 ~]# ls -Zd /public

drwxr-xr-x. root root unconfined_u:object_r:default_t:s0 /public
� �
5. ౥Ỷ NFS๽ଢ⹠䛯 (ၨ␎⹠䛯)⸐ SELinux context⤂ public_content_t֋�

[root@kvm5 ~]# semanage fcontext -a -t public_content_t "/public(/.*)?"
� �
6. ᜦ/public (ၨ␎⹠䛯) ⸐ SELinux context ᫆ᨭ⤂䭳㼡ಳ劫૖ᝋ῁໏໏㼡ᛉ⸐

public_content_t֋�
1 [root@kvm5 ~]# restorecon -Rv /public

restorecon reset /public context unconfined_u:object_r:default_t:s0->
unconfined_u:object_r:public_content_t:s0
� �

7. 㑉䎍 nfs⁶཈䕧㖴⎝劫ᜦ/public⹠䛯๽ଢ㏚ 192.168.122.0/24㐙⒅֋�
[root@kvm5 ~]# vim /etc/exports

2 [root@kvm5 ~]# cat /etc/exports
/public 192.168.122.0/24(ro,sync)
� �

8. ᅻང nfs⁶཈劫ઝ㼡ᛉ䥉⍮ᅻང֋
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�
1 [root@kvm5 ~]# systemctl enable nfs-server.service

[root@kvm5 ~]# systemctl start nfs-server.service
� �
9. ℹ㽉 nfs⁶཈ửᷚ⸐⩛ₒ劫ᩉ䭭⁲ 4.2⩛ଡ଼ửᷚപ䒚 SELinux Contextsລ client֋�

[root@kvm5 ~]# cat /proc/fs/nfsd/versions
2 -2 +3 +4 +4.1 +4.2
� �

10. 䎕๱᱔⁲㼡ᛉ⸐ nfs๽ଢ⹠䛯֋�
[root@kvm5 ~]# exportfs -arv

2 exporting 192.168.122.0/24:/public
� �

2.5 NFSற⁶ቦ䧜⣃⩙㼡ᛉ

1. ⓼઼ᐿ༑ nfs⁶཈ລ firewall֋�
[root@kvm5 ~]# firewall-cmd --permanent --add-service=nfs

2 success
� �
2. ⓼઼ᐿ༑ rpc-bind⁶཈ລ firewall֋�

[root@kvm5 ~]# firewall-cmd --permanent --add-service=rpc-bind
2 success
� �

3. ⓼઼ᐿ༑ mountd⁶཈ລ firewall֋�
[root@kvm5 ~]# firewall-cmd --permanent --add-service=mountd

2 success
� �
4. 䗜὘䍬ො䧜⣃⩙㼡ᛉ֋�

[root@kvm5 ~]# firewall-cmd --reload
2 success
� �

5. ຍ๱ firewall᢯὘ᐿ nfs, rpc-bind, mountd㈕⁶཈֋
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�
[root@kvm5 ~]# firewall-cmd --list-all

2 public (default)
interfaces:

4 sources:
services: dhcpv6-client mountd nfs rpc-bind ssh

6 ports:
masquerade: no

8 forward-ports:
icmp-blocks:

10 rich rules:
� �

2.6 NFS Client㇋ᶅ䍬

1. Client㇋ຍ๱ server㇋ kvm5.deyu.wang๽ଢ⸐ NFS⹠䛯֋�
[root@kvm7 ~]# showmount -e kvm5.deyu.wang

2 Export list for kvm5.deyu.wang:
/public 192.168.122.0/24
� �

2. ᦎㆱᶅ䍬⹠䛯�
1 [root@kvm7 ~]# mkdir /mnt/nfsmount
� �

3. ଡ଼ 4.2⩛ₒᱞངᶅ䍬 NFS๽ଢ⹠䛯�
1 [root@kvm7 ~]# mount.nfs4 -o v4.2 kvm5.deyu.wang:/public /mnt/nfsmount
� �

4. ℹ⹺ᶅ䍬⹠䛯⸐ SELinux Context ⸐ type⤂ public_content_t劫ᰰ༐ⳬ server
പ䒚ລ client֋�
1 [root@kvm7 ~]# ls -Zd /mnt/nfsmount/

drwxr-xr-x. root root unconfined_u:object_r:public_content_t:s0 /mnt/
nfsmount/
� �

5. Ỷଡ଼ 4.0⩛ₒᱞངᶅ䍬 NFS๽ଢ⹠䛯�
[root@kvm7 ~]# mount -o v4.0 kvm5.deyu.wang:/public /mnt/nfsmount
� �
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6. ℹ⹺ᶅ䍬⹠䛯⸐ SELinux Context⸐ type⤂ nfs_t劫⥠▊ⳬ serverപ䒚ລ client֋�
1 [root@kvm7 ~]# ls -Zd /mnt/nfsmount/

drwxr-xr-x. root root system_u:object_r:nfs_t:s0 /mnt/nfsmount/
� �

2.7 Httpd௶ⳣ NFS

1. 㑉䎍 httpd䕧㖴⎝劫ᜦ DocumentRootỶລ/mnt/nfsmount֋�
[root@kvm7 ~]# vim /etc/httpd/conf/httpd.conf

2 [root@kvm7 ~]# grep -A5 ^DocumentRoot /etc/httpd/conf/httpd.conf
DocumentRoot "/mnt/nfsmount"

4 <Directory "/mnt/nfsmount">
AllowOverride None

6 # Allow open access:
Require all granted

8 </Directory>
� �
2. 䗜὘ᅻང httpd⁶཈֋�

[root@kvm7 ~]# systemctl restart httpd.service
� �
3. ጃ NFS server⸐/public⹠䛯ં὘ᐿ index.html֋�

1 [root@kvm5 ~]# cal > /public/index.html
� �
4. ℹ⹺/mnt/nfsmount/index.html⸐ SELinux contexts⤂ nfs_t֋�

1 [root@kvm7 ~]# ls -Z /mnt/nfsmount/
-rw-r--r--. root root system_u:object_r:nfs_t:s0 index.html
� �

5. curl㼞ᅰ㐙䭦劫ዌപ╌⁲⏺䧸ᚐလ֋�
[root@kvm7 ~]# curl http://127.0.0.1/index.html

2 <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

4 <title>403 Forbidden</title>
</head><body>

6 <h1>Forbidden</h1>
<p>You don't have permission to access /index.html

8 on this server.</p>
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</body></html>
� �
6. index.html ⸐ SELinux context ῁ nfs_t劫ᩉ䭭䥉ᅻ httpd_use_nfs ᢻ⃲ಳ劫ℹ
⹺⑅ᢻ⃲ಳ⹠ແ῁ off֋ᓵ⃶῁ cifs_tຼ㺕䥉ᅻ httpd_use_cifsᢻ⃲ಳ֋�
1 [root@kvm7 ~]# getsebool -a | grep httpd_use_nfs

httpd_use_nfs --> off
� �
7. 䥉ᅻᢻ⃲ಳ httpd_use_nfs֋�

[root@kvm7 ~]# setsebool -P httpd_use_nfs on
2 [root@kvm7 ~]# getsebool -a | grep httpd_use_nfs

httpd_use_nfs --> on
� �
8. curlค㼞ᅰ㐙䭦劫ᰰ༐ዌപ㐙䭦ෞᛥ֋�

1 [root@kvm7 ~]# curl http://127.0.0.1/index.html
October 2019

3 Su Mo Tu We Th Fr Sa
1 2 3 4 5

5 6 7 8 9 10 11 12
13 14 15 16 17 18 19

7 20 21 22 23 24 25 26
27 28 29 30 31
� �

2.8 SAMBAℐ㼡

1. 安㸅 sambaᓕ୭�
[root@kvm5 ~]# yum -y install samba
� �

2. ጃ kvm5.deyu.wangલ⍮ค὘ᐿ੷෨ଢ⹠䛯/groupdir֋�
1 [root@kvm5 ~]# mkdir /groupdir
� �

3. ጃ෨ଢ⹠䛯/groupdirંⳠⳞ෠ಂㅩ⎝→֋
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�
1 [root@kvm5 ~]# touch /groupdir/file1

[root@kvm5 ~]# touch /groupdir/file2
� �
4. 㼡ᛉ⹠䛯/groupdirં⸐ selinux context type⤂ samba_share_t劫઄඿ℹ㽉劫௶ⳣ

TAB䝔੷⌹⁮๱⯡ᶷだဓ㸄减֋�
[root@kvm5 ~]# semanage fcontext -a -t samba_share_t '/groupdir(/.*)?'
� �

5. ᫆ᨭ⹠䛯/groupdirં⸐ selinux type⤂ samba_share_t֋�
1 [root@kvm5 ~]# restorecon -Rv /groupdir

restorecon reset /groupdir context unconfined_u:object_r:default_t:s0->
system_u:object_r:samba_share_t:s0
� �

6. 㑉䎍䕧㖴⎝/etc/samba/smb.conf劫ᦎㆱ๽ଢ⹠䛯/groupdir ⸐။ㄱ⤂ common֊
ေ⡰㻂֊ာම㼣 192.168.122.0/24㐙᎚ⳣᱍᚐလ֊ⳣᱍ deyu1ေଡ଼௶ⳣ 123qwe
ᛯ⿻ᚐလ䑣ಂ๽ଢ⹠䛯֋�

[root@kvm5 ~]# vim /etc/samba/smb.conf
2 [root@kvm5 ~]# tail -5 /etc/samba/smb.conf

[common]
4 path = /groupdir

browseable = yes
6 hosts allow = 192.168.122.
� �

7. ⛀㽋䕧㖴⎝/etc/samba/smb.conf⹺῁ၣ⁲䜕㽽劾�
[root@kvm5 ~]# testparm

2 Load smb config files from /etc/samba/smb.conf
rlimit_max: increasing rlimit_max (1024) to minimum Windows limit

(16384)
4 Processing section "[homes]"

Processing section "[printers]"
6 Processing section "[print$]"

Processing section "[common]"
8 Loaded services file OK.

Server role: ROLE_STANDALONE
10

Press enter to see a dump of your service definitions
12

# Global parameters
14 [global]

printcap name = cups
16 security = USER
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workgroup = SAMBA
18 idmap config * : backend = tdb

cups options = raw
20

[homes]
22 browseable = No

comment = Home Directories
24 inherit acls = Yes

read only = No
26 valid users = %S %D%w%S

28 [printers]
browseable = No

30 comment = All Printers
create mask = 0600

32 path = /var/tmp
printable = Yes

34
[print$]

36 comment = Printer Drivers
create mask = 0664

38 directory mask = 0775
force group = @printadmin

40 path = /var/lib/samba/drivers
write list = @printadmin root

42

44 [common]
hosts allow = 192.168.122.

46 path = /groupdir
� �
8. 㺕ᦎㆱ smbⳣᱍᩉ䭭඿安㸅 samba-clientᓕ୭֋�

[root@kvm5 ~]# yum -y install samba-client
� �
9. ᓵ⃶ deyu1ⳣᱍ઄ᚐጃ劫ຼ὘ᐿ੷ಂⳣᱍ deyu1֋�

1 [root@kvm5 ~]# useradd deyu1
� �
10. ὘ᐿ deyu1⤂ sambaⳣᱍ֋�

1 [root@kvm5 ~]# smbpasswd -a deyu1
New SMB password:

3 Retype new SMB password:
Added user deyu1.
� �
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11. ℹ⹺ sambaⳣᱍ֋�
[root@kvm5 ~]# pdbedit -L

2 deyu1:1000:
� �
12. 㼡ᛉ䥉⍮ᅻང smb⁶཈֋�

[root@kvm5 ~]# systemctl enable smb.service
2 ln -s '/usr/lib/systemd/system/smb.service' '/etc/systemd/system/multi-

user.target.wants/smb.service'
� �
13. ᅻང smb⁶཈֋�

[root@kvm5 ~]# systemctl start smb.service
� �
14. smbclientଡ଼ deyu1⸉ො kvm5.deyu.wang๽ଢ⸐ common֋�

1 [root@kvm5 ~]# smbclient -L //kvm5.deyu.wang/common -U deyu1%123qwe

3 Sharename Type Comment
--------- ---- -------

5 print$ Disk Printer Drivers
common Disk

7 IPC$ IPC IPC Service (Samba 4.7.1)
deyu1 Disk Home Directories

9 Reconnecting with SMB1 for workgroup listing.

11 Server Comment
--------- -------

13
Workgroup Master

15 --------- -------
SAMBA KVM5
� �

2.9 䧜⣃⩙㼡ᛉ

1. 䧜⣃⩙⓼઼༑ො samba⁶཈֋�
[root@kvm5 ~]# firewall-cmd --permanent --add-service=samba

2 success
� �
2. 䗜὘䍬ො䧜⣃⩙֋
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�
[root@kvm5 ~]# firewall-cmd --reload

2 success
� �
3. ຍ๱䧜⣃⩙㼡ᛉ劫ửᷚ⸐⁶཈཯ၨ samba֋�

[root@kvm5 ~]# firewall-cmd --list-all
2 public (default)

interfaces:
4 sources:

services: dhcpv6-client samba ssh
6 ports:

masquerade: no
8 forward-ports:

icmp-blocks:
10 rich rules:
� �

2.10 ⛀㽋 SMB๽ଢ⹠䛯

1. ጃ kvm7.deyu.wangલ⍮⛀㽋劫ዎ㺕ⳣລ mount.cifsႯ巙劫᱔ଡ଼ᩉ䭭඿安㸅 cifs-
utilsᓕ୭֋�

[root@kvm7 ~]# yum -y install cifs-utils samba-client
� �
2. ඿⛀㽋 samba ⳣᱍ deyu1 ῁ၣေଡ଼ᚐလ kvm5.deyu.wang smb ๽ଢ⹠䛯/com-

mon֋�
1 [root@kvm7 ~]# smbclient -L //kvm5.deyu.wang/common -U deyu1

Enter SAMBA\deyu1's password:
3

Sharename Type Comment
5 --------- ---- -------

print$ Disk Printer Drivers
7 common Disk

IPC$ IPC IPC Service (Samba 4.7.1)
9 deyu1 Disk Home Directories

Reconnecting with SMB1 for workgroup listing.
11

Server Comment
13 --------- -------

15 Workgroup Master
--------- -------

17 SAMBA KVM5
� �
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3. ᦎㆱⳣᱍ deyu1㺕ᶅ䍬 smb๽ଢ⹠䛯⸐ᶅ䍬⹠䛯/mnt/deyu1֋�
1 [root@kvm7 ~]# mkdir /mnt/deyu1
� �

4. ⳣᱍ deyu1ᶅ䍬 smb server kvm5.deyu.wang๽ଢ⹠䛯/common֋�
1 [root@kvm7 ~]# mount -o username=deyu1 //kvm5.deyu.wang/common /mnt/

deyu1
Password for deyu1@//kvm5.deyu.wang/common: ******
� �

5. ᰰ༐ᶅ䍬ລ/mnt/deyu1֋�
[root@kvm7 ~]# df -h /mnt/deyu1

2 Filesystem Size Used Avail Use% Mounted on
//kvm5.deyu.wang/common 3.1G 1.5G 1.4G 53% /mnt/deyu1
� �

6. ℹ⹺ᶅ䍬⸐/mnt/deyu1⹠䛯֋�
1 [root@kvm7 ~]# ls -Z /mnt/deyu1/

-rw-r--r--. root root system_u:object_r:cifs_t:s0 file1
3 -rw-r--r--. root root system_u:object_r:cifs_t:s0 file2
� �

7. ᓵ⃶ samba server๽ଢ⹠䛯⸐ SELinux Context╌⁲㼡ᛉᰰ samba_share_t劫ຼ
ዌ᯶᳔㏎ᚐလ֋�
1 [root@kvm7 ~]# ls -Z /mnt/deyu1/

ls: reading directory /mnt/deyu1/: Permission denied
� �

2.11 Httpd௶ⳣ SAMBA

1. 㑉䎍 httpd䕧㖴⎝劫ᜦ DocumentRootỶລ/mnt/deyu1֋�
[root@kvm7 ~]# vim /etc/httpd/conf/httpd.conf

2 [root@kvm7 ~]# grep -A5 ^DocumentRoot /etc/httpd/conf/httpd.conf
DocumentRoot "/mnt/deyu1"

4 <Directory "/mnt/deyu1">
AllowOverride None

6 # Allow open access:
Require all granted

8 </Directory>
� �
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2. 䗜὘ᅻང httpd⁶཈֋�
[root@kvm7 ~]# systemctl restart httpd.service
� �

3. ጃ SAMBA server⸐/groupdir⹠䛯ં὘ᐿ index.html֋�
1 [root@kvm5 ~]# cal > /groupdir/index.html
� �

4. ℹ⹺/mnt/nfsmount/index.html⸐ SELinux contexts⤂ cifs_t֋�
1 [root@kvm7 ~]# ls -Z /mnt/deyu1/

-rw-r--r--. root root system_u:object_r:cifs_t:s0 file1
3 -rw-r--r--. root root system_u:object_r:cifs_t:s0 file2

-rw-r--r--. root root system_u:object_r:cifs_t:s0 index.html
� �
5. curl㼞ᅰ㐙䭦劫ዌപ╌⁲⏺䧸ᚐလ֋�

[root@kvm7 ~]# curl http://127.0.0.1/index.html
2 <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>
4 <title>403 Forbidden</title>

</head><body>
6 <h1>Forbidden</h1>

<p>You don't have permission to access /index.html
8 on this server.</p>

</body></html>
� �
6. index.html ⸐ SELinux context ῁ cifs_t劫ᩉ䭭䥉ᅻ httpd_use_cifs ᢻ⃲ಳ劫
ℹ⹺⑅ᢻ⃲ಳ⹠ແ῁ off֋�
1 [root@kvm7 ~]# getsebool -a | grep httpd_use_cifs

httpd_use_cifs --> off
� �
7. 䥉ᅻ httpd_use_cifsᢻ⃲ಳ֋�

[root@kvm7 ~]# setsebool -P httpd_use_cifs on
2 [root@kvm7 ~]# getsebool -a | grep httpd_use_cifs

httpd_use_cifs --> on
� �
8. curlค㼞ᅰ㐙䭦劫ᰰ༐ዌപ㐙䭦ෞᛥ֋
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�
1 [root@kvm7 ~]# curl http://127.0.0.1/index.html

October 2019
3 Su Mo Tu We Th Fr Sa

1 2 3 4 5
5 6 7 8 9 10 11 12

13 14 15 16 17 18 19
7 20 21 22 23 24 25 26

27 28 29 30 31
� �
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Chapter 3

CHROOT

3.1 CHROOT༐ⳣ

1. ጃ Linux㍾㏤ત⹠䛯㏉⋭䔟῁ଡ଼ↄ (root) /䥉ᔶ劫௶ⳣ chroot (change root direc-
tory)Ⴏ巙ᜦ㍾㏤⸐ↄ⹠䛯Ỷ䁅ລᴁᛉ⸐௄㖴֋

2. 䁅⁠ↄ⹠䛯ᨐ劫⥠▊ᚐလ὘ↄ⹠䛯ଡ଼ᒣ⸐⹠䛯ဓ⎝→劫ᒯᒯᶷ䷫安全᪗֋

3. ㍾㏤㐔౥ῑ劫ⳣව⿠ᰵ䩀䌝⿠䥉⍮劫คỶ䁅ↄ⹠䛯㟙㺕㐔౥⸐㍾㏤劫䑵㶈㐔౥֋

3.2 ᦎㆱ chroot㍾㏤

1. chrootᴁ巙௽㟓 coreutilsᓕ୭劫㍾㏤䭳㼡᢯安㸅֋

2. ᦎㆱ㺕 chroot⸐⹠䛯֋�
[root@kvm5 ~]# mkdir /var/www/script
� �

3. ๾᷁⹠䛯ລ/var/www/script�
1 [root@kvm5 ~]# cd /var/www/script
� �

4. ඿ℹ⹺ Linux㍾㏤ↄ⹠䛯ંᤢಂલ㺕⹠䛯⸐ SELinux Contexts֋�
1 [root@kvm5 script]# ls -Zd /{root,bin,dev,etc,home,lib64,proc,tmp,usr,

var}
lrwxrwxrwx. root root system_u:object_r:bin_t:s0 /bin -> usr/bin

3 drwxr-xr-x. root root system_u:object_r:device_t:s0 /dev
drwxr-xr-x. root root system_u:object_r:etc_t:s0 /etc

5 drwxr-xr-x. root root system_u:object_r:home_root_t:s0 /home
lrwxrwxrwx. root root system_u:object_r:lib_t:s0 /lib64 -> usr/

lib64
7 dr-xr-xr-x. root root system_u:object_r:proc_t:s0 /proc

dr-xr-x---. root root system_u:object_r:admin_home_t:s0 /root
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9 drwxrwxrwt. root root system_u:object_r:tmp_t:s0 /tmp
drwxr-xr-x. root root system_u:object_r:usr_t:s0 /usr

11 drwxr-xr-x. root root system_u:object_r:var_t:s0 /var
� �
5. ᦎㆱ὘ Linux㍾㏤લ㺕⹠䛯֋�

1 [root@kvm5 script]# mkdir -p {root,dev,etc,home,proc,tmp,usr/{bin,lib64
},var}

[root@kvm5 script]# ln -s usr/bin bin
3 [root@kvm5 script]# ln -s usr/lib64 lib64
� �

6. ℹ⹺὘ᦎㆱ⸐⹠䛯 SELinux Contexts劫䔟῁ httpd_sys_context֋�
1 [root@kvm5 script]# ls -Z .

lrwxrwxrwx. root root unconfined_u:object_r:httpd_sys_content_t:s0 bin
-> usr/bin

3 drwxr-xr-x. root root unconfined_u:object_r:httpd_sys_content_t:s0 dev
drwxr-xr-x. root root unconfined_u:object_r:httpd_sys_content_t:s0 etc

5 drwxr-xr-x. root root unconfined_u:object_r:httpd_sys_content_t:s0 home
lrwxrwxrwx. root root unconfined_u:object_r:httpd_sys_content_t:s0 lib64

-> usr/lib64
7 drwxr-xr-x. root root unconfined_u:object_r:httpd_sys_content_t:s0 proc

dr-xr-x---. root root unconfined_u:object_r:httpd_sys_content_t:s0 root
9 drwxr-xr-x. root root unconfined_u:object_r:httpd_sys_content_t:s0 tmp

drwxr-xr-x. root root unconfined_u:object_r:httpd_sys_content_t:s0 usr
11 drwxr-xr-x. root root unconfined_u:object_r:httpd_sys_content_t:s0 var
� �

7. semanage὘ᐿ䑣଒὘ᦎㆱ⹠䛯⸐ SELinux Contexts֋�
1 [root@kvm5 script]# for i in bin etc proc tmp usr var

> do
3 > semanage fcontext -a -t ${i}_t `pwd`/$i

> done
5 [root@kvm5 script]# semanage fcontext -a -t admin_home_t `pwd`/root

[root@kvm5 script]# semanage fcontext -a -t lib_t `pwd`/lib64
7 [root@kvm5 script]# semanage fcontext -a -t home_root_t `pwd`/home

[root@kvm5 script]# semanage fcontext -a -t device_t `pwd`/dev
� �
8. restorecon᫆ᨭ䑣଒὘ᦎㆱ⹠䛯⸐ SELinux Contexts֋�

[root@kvm5 script]# restorecon -Rv .
� �
9. ℹ⹺὘ᦎㆱ⹠䛯⸐ SELinux Contexts劫᢯ㇵ၆㍾㏤㺕┅֋
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�
1 [root@kvm5 script]# ls -Z .

lrwxrwxrwx. root root unconfined_u:object_r:bin_t:s0 bin -> usr/bin
3 drwxr-xr-x. root root unconfined_u:object_r:device_t:s0 dev

drwxr-xr-x. root root unconfined_u:object_r:etc_t:s0 etc
5 drwxr-xr-x. root root unconfined_u:object_r:home_root_t:s0 home

lrwxrwxrwx. root root unconfined_u:object_r:lib_t:s0 lib64 -> usr/
lib64

7 drwxr-xr-x. root root unconfined_u:object_r:proc_t:s0 proc
drwxr-xr-x. root root unconfined_u:object_r:tmp_t:s0 tmp

9 drwxr-xr-x. root root unconfined_u:object_r:usr_t:s0 usr
drwxr-xr-x. root root unconfined_u:object_r:var_t:s0 var
� �

10. 㸪㸡 binં䪈㺕⸐Ꮀ㶈⎝劫㐔᳾࿲⎝→⸐ SELinux Context֋�
[root@kvm5 script]# cp --preserve=context \

2 /bin/{awk,bash,cat,echo,env,grep,mount,sed,sh} bin
[root@kvm5 script]# cp --preserve=context \

4 /usr/bin/{perl,php,python,tee,timeout,tr} usr/bin
� �
11. 㸪㸡๴ᦢ᥉劫੷⌹㐔᳾ SELinux Context֋�

[root@kvm5 script]# cp -a --preserve=context /usr/{lib64,lib,libexec}
usr/
� �

12. ඿ℹ⹺ null,zero,random,urandom㈕ characters⸐ major,minor numbers֋�
1 [root@kvm5 script]# stat -c 'major: %t minor: %T' \

/dev/{null,zero,random,urandom}
3 major: 1 minor: 3

major: 1 minor: 5
5 major: 1 minor: 8

major: 1 minor: 9
� �
13. ᦎㆱ character device node֋�

[root@kvm5 script]# mknod -m 666 dev/null c 1 3
2 [root@kvm5 script]# mknod -m 666 dev/zero c 1 5

[root@kvm5 script]# mknod -m 666 dev/random c 1 8
4 [root@kvm5 script]# mknod -m 666 dev/urandom c 1 9
� �

14. ὘ᐿ SELinux ㈡ⴕ劫䁌 dev ⹠䛯ં⸐᱔⁲ character device node ⸐ SELinux
Context type䔟⑄⿹֋
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�
[root@kvm5 script]# cd dev

2 [root@kvm5 dev]# ls
null random urandom zero

4 [root@kvm5 dev]# for i in $(ls)
> do

6 > semanage fcontext -a -t ${i}_device_t `pwd`/$i
> done
� �

15. restorecon᫆ᨭ dev⹠䛯ંዊಂ character devices⸐ SELinux Contexts֋�
1 [root@kvm5 dev]# restorecon -v *
� �

16. ℹ⹺ dev⹠䛯ંዊಂ character devices⸐ SELinux Contexts劫᢯ㇵ၆䪈┅֋�
1 [root@kvm5 dev]# ls -Z

crw-rw-rw-. root root unconfined_u:object_r:null_device_t:s0 null
3 crw-rw-rw-. root root unconfined_u:object_r:random_device_t:s0 random

crw-rw-rw-. root root unconfined_u:object_r:urandom_device_t:s0 urandom
5 crw-rw-rw-. root root unconfined_u:object_r:zero_device_t:s0 zero

[root@kvm5 dev]# for i in $(ls)
7 > do semanage fcontext -a -t ${i}_device_t `pwd`/$i

> done
� �
17. Linux㍾㏤⸐⹠䛯/tmp῁᱔⁲ⳣᱍ䔟ေᜐො䀽လ劫ઋ㼡ᛉ⪃①⏺䧸 Set sticky bit֋�

[root@kvm5 dev]# cd ..
2 [root@kvm5 script]# chmod 1777 tmp

[root@kvm5 script]# ll -Zd tmp/
4 drwxrwxrwt. root root unconfined_u:object_r:tmp_t:s0 tmp/
� �

18. chroot๾᷁ↄ⹠䛯ລ/var/www/script劫䑵ොລ὘ᦎ⸐㍾㏤�
[root@kvm5 script]# chroot /var/www/script

2 bash-4.2#
� �
19. ጃ὘㍾㏤Ꮀ㶈 touch ⳠⳞ੷ಂㅩ⎝→劫ዎ὘㍾㏤ત╌⁲ touch ᴁ巙劫᱔ଡ଼๱⯡

command not found֋�
bash-4.2# touch aaa

2 bash: touch: command not found
� �
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20. exitዌ௽࿲㍾㏤֋�
bash-4.2# exit

2 exit
[root@kvm5 script]#
� �

3.3 ⳠⳞ SELinux㈡ⴕ㺠ຼ

1. ඿安㸅 php֋�
1 [root@kvm5 ~]# yum install php
� �

2. php ㄒᦢ㺕Ꮀ㶈 chroot劫᱔ଡ଼ visudo ౥Ỷ apache ေଡ଼හᛯ⿻௶ⳣ/usr/sbin/
chroot֋�
1 [root@kvm5 html]# visudo

[root@kvm5 html]# grep apache /etc/sudoers
3 apache ALL=(ALL) NOPASSWD:/usr/sbin/chroot
� �

3. apache⸐ uidဓ gid䔟῁ 48֋�
1 [root@kvm5 script]# id apache

uid=48(apache) gid=48(apache) groups=48(apache)
� �
4. ጃ㐙䭦ↄ⹠䛯/var/www/html ᦎㆱ php ⛀㽋⎝ exec.php劫෭ત 48 ῁ apache ⸐

uidဓ gid֋�
[root@kvm5 html]# vim exec.php

2 [root@kvm5 html]# cat exec.php
<?php

4 exec('sudo chroot --userspec=48:48 /var/www/script echo abc', $results);
print_r($results);

6 ?>
� �
5.  ῑ䦌䥇 SELinux֋�

[root@kvm5 html]# setenforce 0
2 [root@kvm5 html]# getenforce

Permissive
� �
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6. ഐ୴ audit.log劫ઝⳠⳞ੷ಂㅩ⎝ audit.log֋�
1 [root@kvm5 html]# mv /var/log/audit/audit.log /var/log/audit/audit.bak

[root@kvm5 html]# touch /var/log/audit/audit.log
� �
7. 䗜὘ᅻང auditd⁶཈֋�

[root@kvm5 html]# service auditd restart
2 Stopping logging: [ OK ]

Redirecting start to /bin/systemctl start auditd.service
� �
8. ⹠ແ SELinux ጃ Permissive ⌸ᦢ劫php 㐙䭦⑄ᣦ䎕๱ abc劫䀩ႄ䅤ὄᚐὡ/var/

log/audit/audit.log֋�
1 [root@kvm5 html]# curl http://127.0.0.1/exec.php

Array
3 (

[0] => abc
5 )
� �

9. ᜦᜎℹ⸐安全䯷䩂㼑䛯劫䎣ᰰ SELinuxම㼣⸐㈡ⴕ⌸㏀֋�
1 [root@kvm5 html]# cat /var/log/audit/audit.log | audit2allow -M httpsudo

******************** IMPORTANT ***********************
3 To make this policy package active, execute:

5 semodule -i httpsudo.pp
� �
10. ℹ⹺ httpsudo.te⎝劫ေ⹺ລᩉ䭭ම㼣⸐ SELinux㈡ⴕဓᢻ⃲ಳ֋�

1 [root@kvm5 html]# cat httpsudo.te

3 module httpsudo 1.0;

5 require {
type httpd_t;

7 class capability { audit_write sys_resource };
class process setrlimit;

9 class netlink_audit_socket nlmsg_relay;
}

11
#============= httpd_t ==============

13
#!!!! This avc can be allowed using one of the these booleans:

15 # httpd_run_stickshift, httpd_setrlimit

De-Yu Wang CSIE CYUT 30



3.4. 㟓㼁㈡ⴕ⌸㏀ CHAPTER 3. CHROOT

allow httpd_t self:capability { audit_write sys_resource };
17

#!!!! This avc can be allowed using the boolean 'httpd_mod_auth_pam'
19 allow httpd_t self:netlink_audit_socket nlmsg_relay;

21 #!!!! This avc can be allowed using the boolean 'httpd_setrlimit'
allow httpd_t self:process setrlimit;
� �

11. 䗫ᜬ te⎝⸐ᶷだ劫䥉ᅻᢻ⃲ಳ httpd_mod_auth_pam֋�
[root@kvm5 html]# setsebool httpd_mod_auth_pam 1
� �

12. ᅻང SELinux֋�
1 [root@kvm5 html]# setenforce 1
� �

13. ⹠ແ SELinuxጃ Enforcing⌸ᦢ劫php㐙䭦⑄ᣦ䎕๱ abc劫㶟だ᢯㻦┶ᅰ䮡֋�
1 [root@kvm5 html]# curl http://127.0.0.1/exec.php

Array
3 (

[0] => abc
5 )
� �

3.4 㟓㼁㈡ⴕ⌸㏀

1. 㢲䥉ᅻ te ⎝ᶷだ⸐ SELinux ᢻ⃲ಳ䒼῁⥠ỿ劫ຼᩉ䭭ᐿ༑㈡ⴕ⌸㏀֋ᜦઁ੷㉵
ⳠⳞ⸐⌸㏀༑ොລ SELinux㈡ⴕત֋�
1 [root@kvm5 html]# semodule -i httpsudo.pp
� �

2. ℹ㽉 SELinux⌸㏀劫᢯๱⯡㟓㼁⸐�㏀֋�
1 [root@kvm5 html]# semodule -l | grep http

httpsudo 1.0
� �
3. ㄆ䨇 SELinux⌸㏀֋
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�
[root@kvm5 html]# semodule -r httpsudo

2 libsemanage.semanage_direct_remove_key: Removing last httpsudo module
(no other httpsudo module exists at another priority).
� �

4. คℹ㽉 SELinux⌸㏀劫㟓㼁⸐ httpsudo⌸㏀᢯઄ᚐጃ֋�
1 [root@kvm5 html]# semodule -l | grep http
� �
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Chapter 4

Linux⎝→㍾㏤

4.1 ㋈ୂ

1. Linux⸐⎝→㍾㏤ↇᦢ⁲効Ext, Ext2, Ext3, Ext4, JFS, XFS, btrfsဓ swap֋

2. Extended (Ext)⎝→㍾㏤⒟䍧ᓵં効

⎝→㍾㏤ ⁫ᒯ⎝→ᒯᜮ ⁫ᒯ⎝→㍾㏤ᒯᜮ ⎝။䤺᥅ (ᚏය) ⁫ᒯ⎝→ἧ ഐ㼪
ext ᢯઄௶ⳣ
ext2 16GiB – 2TiB 2TiB – 32TiB 255 10^18
ext3 16GiB – 2TiB 2TiB – 32TiB 255 10^18 ༑ොᾃ㽫
ext4 16TiB 50TiB 255 4 billion 㼑䛯ⳠⳞῑ䥑

3. Journaled File System (JFS) 効῁ⳬ IBM 䥉⸊⸐ 64 ௄ᾃ㽫⎝→㍾㏤劫ử᳾⸐⎝
→㍾㏤ᒯᜮ 16MiB - 512TiB֋JFS῁⺌⑄᭞㗩ઁ⸐ 64௄⸐⎝→㍾㏤劫᱔⁲ JFS
⎝→㍾㏤㏉⋭ོ⏶௄䔟῁ 64௄ᒯᜮ֋

4. XFS効䷫ỿ㜆⸐㎂䛯⎝⎝→㍾㏤劫1993 ᤘⳬ Silicon Graphics ⤂ IRIX ௓⊗㍾㏤
䥉⸊֋2000 ᤘ 5 ⁱ劫Silicon Graphics ଡ଼ GNU 䑤ⳣ෣⺨ᵵ⏺⇜␥䗚๱䑣ᓕ㍾㏤
⸐࿲ᔶ⿻劫ૂᨐ㷗ㄆ∿ລ LinuxↃᩇઁ֋XFS⪃ປẔ䤺㯋理ᒯ⎝→劫၊ῑᶷఒᤗ
❓⸐䅤ὄപ䎕֋⹠ແ CentOS 7ᜦ XFS+LVM௓⤂䭳㼡⸐⎝→㍾㏤֋

5. B-tree file system (Btrfs)効ửᷚᜐොῑ㸪㸡 (copy-on-write, COW) ⸐⎝→㍾㏤劫
ᶋⳣ GPLᵵ⏺֋Ỷᆝ ext3⸐䧸ຫ劫⪃ປ῁ᇁಂ⎝→⸐ᒯᜮ劫㒑⎝→㍾㏤ᒯᜮᰵ
⎝→⎪ℹႼ༑ො ext3ₐửᷚ⸐༐㜆劫െ῁ေᜐᩤ⦞ (writable snapshots)֊ᩤ⦞⸐
ᩤ⦞ (snapshots of snapshots)֊ෞᦎ⿽⿠䨆ຍ (RAID)劫ଡ଼ဓᚉ࿎ (subvolumes)֋
COW効⒚␎ᜐො䅤ὄῑ劫඿ᜦ䅤ὄᜐොລ὘⸐ block劫ᜐොᰰ༐ᨐ劫⁠Ỷ㟭䅤ὄ
ᏹᴁ⌰ລ὘䅤ὄᏹ劫㙂䫚⁠Ỷₒ䌝֋

6. Swap効೑⤂ᜋ䷧㼑᯦䷧ (RAM)઄ᒪⳣῑ⸐ඩᚐㅩ䥑劫ⴣᜋ䷧㼑᯦䷧ⳣᚽ劫㼑᯦
䷧ઁ઄◧ང⸐䭦䫞⁮㷗ㄆລ swap ㅩ䥑֋Swap ῁⾵⿠ઁ⸐⎝→㍾㏤劫ᚐလ䑩᥅
䒛⒟ᜋ䷧㼑᯦䷧ᮢ֋

4.2 Linux⹠䛯䕧㖴

1. Linux⹠䛯⍋䕧㖴⌰✜ဌ㘻効FHS (Filesystem Hierarchy Standard)

2. FHS⌰✜劫લ㺕ᛉ㗩઀⒅⹠䛯効
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(a) ⁫ઁ᝸ↄ⹠䛯 /
(b) ␎᝸ /usrဓ
(c) ␎᝸ /var⸐⹠䛯ෞᛥ֋

3. FHSᛉ㗩⸐⹠䛯䅤㼆劫લ㺕๽⤂ shareable, unshareable, static, variableዊㄮ効

shareable unshareable
static /usr /etc

/opt /boot
variable /var/mail /var/run

/var/spool/news /var/lock

4. / 効ↄ⹠䛯�
1 [root@mdk-dyw /]# ls -al /

total 68
3 drwxr-xr-x 17 root adm 4096 Oct 5 08:17 ./

drwxr-xr-x 17 root adm 4096 Oct 5 08:17 ../
5 -rw-r--r-- 1 root root 0 Sep 16 11:11 .autofsck

drwxr-xr-x 2 root root 4096 Sep 28 12:50 bin/
7 drwxr-xr-x 3 root root 4096 Sep 16 11:11 boot/

drwxr-xr-x 26 root root 14420 Oct 4 15:28 dev/
9 drwxr-xr-x 85 root root 8192 Oct 4 15:28 etc/

drwxr-xr-x 18 root root 4096 Sep 26 12:45 home/
11 drwxr-xr-x 2 root root 4096 Oct 5 08:19 initrd/

drwxr-xr-x 11 root root 4096 Sep 28 12:49 lib/
13 drwxr-xr-x 5 root root 4096 Oct 4 15:28 mnt/

dr-xr-xr-x 164 root root 0 Sep 16 11:10 proc/
15 -rw------- 1 root root 1024 Sep 9 13:06 .rnd

drwx------ 16 root root 4096 Oct 5 08:19 root/
17 drwxr-xr-x 2 root root 8192 Sep 28 12:50 sbin/

drwxr-xr-x 10 root root 0 Sep 16 11:10 sys/
19 drwxrwxrwt 24 root root 4096 Oct 5 04:07 tmp/

drwxr-xr-x 12 root root 4096 Sep 9 13:15 usr/
21 drwxr-xr-x 23 root root 4096 Sep 9 17:31 var/
� �
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5. ၃⹠䛯ᒯ㟚ෞᛥ効

/ ↄ⹠䛯劫/etc, /bin, /dev, /lib, /sbin䑣ଋಂ␎⹠䛯䔟㺕㟪ↄ⹠䛯੷䈉劫઄ေ⤂⭓ㆱ⸐ partition֋
/bin ỹᣦⳣᎰ㶈⎝ᓵ効ls, mv, rm֋
/boot ỹ LinuxↃᩇဓ䥉⍮⹪䦌⎝→֋
/boot/grub ỹ grub䥉⍮管理ㄒᦢ֋
/dev ỹ㸅㖴⁲䦌⸐⎝→劫LinuxᲗ㸅㖴ⴣᰰ⎝→⹺ᨉ֋
/etc ỹ㍾㏤ጃ䥉⍮䒋ㄒ䪈㺕䀽လ⸐⎝→֋
/etc/rc.d 㼑䛯䥉䦌⍮䒋ㄒત⸐ scripts⎝→֋
/etc/init.d ỹ᱔⁲⁶཈䭳㼡⸐ᅻང scripts֋
/etc/xinetd.d ỹ੷଒䮢ᒣ⸐⁶཈֋
/etc/X11 ỹ X window⁲䦌⸐㼡ᛉ⎝֋
/home ௶ⳣ㘽⸐ᛢ⹠䛯֋
/lib ỹ LinuxᎰ㶈ᰵ㑉䀱ㄒᦢῑ㺕௶ⳣ⸐๴ᦢ᥉ (library)֋
/mnt 䍇⿠ဓව⿠䭳㼡ᶅ䍬⸐ጊὟ֋
/proc 㯏Ẵ⎝→㍾㏤劫઄ோ୲ௌ⾵⿠ㅩ䥑劫ỹ㖴⸐䅤ὄጃ㼑᯦䷧ત劫ỹ㍾㏤Ↄᩇ㟪Ꮀ㶈ㄒᤱ⸐䅤㼆֋
/root ㍾㏤管理ᄐ⸐ᛢ⹠䛯֋
/sbin ỹ㍾㏤管理ⳣ⸐ㄒᦢᓵ効fdisk, mount֋
/sys 䥉⍮Ↄᩇ䍬ො⸐䵦ངဓ⌸㏀֋
/tmp ⳣᱍ ῑᚐỹ⎝→⸐⹠䛯֋
/usr ⑅⹠䛯཯ᳩ㼣ᒦᚉ⹠䛯劫ⳣ௽ᚐỹ㍾㏤ᴁ巙֊安㸅ㄒᦢဓᓕ୭֋
/usr/bin ੷㠉௶ⳣ㘽ေᎰ㶈⸐ㄒᦢᎰ㶈⎝֋
/usr/include ᓕ୭⸐ header⎝֋
/usr/lib ෞၨ㼣ᒦㄒᦢ㟪ᚉㄒᦢ᱔䪈⸐๴ᦢ᥉֋
/usr/local ⳣᱍ䮢ᒣ安㸅⸐ㄒᦢေỹ⑅⹠䛯劫ଡ଼ྟ๽࿲ᔶ㍾㏤安㸅⸐ㄒᦢ֋
/usr/man ỹㄒᦢ⸐㾃ᾧ⎝֋
/usr/sbin 安㸅ᓕ୭ત㍾㏤管理ᄐေⳣૂㄒᦢ֋
/usr/src ࿲ᔶ⿻֋
/usr/share 安㸅⸐ㄒᦢဓᓕ୭֋
/usr/doc ㄒᦢ⸐㾃ᾧἶ୭֋
/usr/man ㄒᦢ⸐ manᱞก֋
/var ㍾㏤Ꮀ㶈ત劫ᣦᮍ᪗䁅ང⸐⎝→֋
/var/cache ㄒᦢᎰ㶈ત⸐ ᚐ⎝֋
/var/lib ㄒᦢᎰ㶈ત䪈㺕௶ⳣ⸐䅤ὄ⎝→劫ంᓵ rpm䅤ὄ᥉㍾㏤֋
/var/log ᾃ㽫⎝֋
/var/run Ω଒ㄒᦢᰵ⁶཈ᅻངᨐ⁮ᜦ෭ PIDỹ㖴ὡ⑅֋
/var/spool ੷଒ாຍ䅤ὄ劫ంᓵ効લ⍮ỳລ䪄ᚉ䔙୭ᨐ劫ỹὡ/var/spool/mail֋

4.3 ⹠䛯㟪䉭ᨕ

1. ⹪ᜬ䉭ᨕ㟪㏎ᜬ䉭ᨕ֋

(a) ㏎ᜬ䉭ᨕ効ᨢↄ⹠䛯 / ᜐ䈉劫ᓵ効⹠䛯 /usr/share/man֋
(b) ⹪ ᜬ 䉭 ᨕ効 ઄ ῁ ᨢ ↄ ⹠ 䛯 / ᜐ 䈉劫 ෭ ᜐ ▊ ᓵ効

. ୚㶟⑅᝸⹠䛯

.. ୚㶟ઁ᝸⹠䛯
- ୚㶟ແ੷ಂᢢ௓⹠䛯
~ ୚㶟㟓᢮⸐ᛢ⹠䛯
~user ୚㶟ລ user䑣ಂⳣᱍ⸐ᛢ⹠䛯
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2. ⹪䦌ᴁ巙

cd 䁅᷁ᢢ௓⹠䛯֋
pwd 䮾だ⹠ແ᱔ጃ⸐⹠䛯֋
mkdir ᦎㆱ὘⹠䛯֋
rmdir ຠ䨇֘ㅩ֙⸐⹠䛯֋

3. cd (Change Directory)効䁅᷁ᢢ௓⹠䛯֋�
1 [root@dywHome2 ~]# cd ..

[root@dywHome2 /]# cd
3 [root@dywHome2 ~]# cd /home/dywang

[root@dywHome2 dywang]# cd ~
5 [root@dywHome2 ~]# cd ~dywang

[root@dywHome2 dywang]# cd ../../var
7 [root@dywHome2 var]# cd ~test

-bash: cd: ~test: No such file or directory
� �
4. pwd (Print Working Directory)効䮾だ⹠ແ᱔ጃ⸐⹠䛯֋�

[root@dywHome2 var]# cd /var/log
2 [root@dywHome2 log]# pwd

/var/log
� �
5. mkdir (Make Directory)効ᦎㆱ὘⹠䛯֋�

1 [root @test /root ]# mkdir [-mp] ⹠䛯။ㄱ[]ဌἧ㾃ᾧ効

3 -m 効⹦ᶏ㼡ᛉ⎝→⸐⏺䧸劫㙂઄管 umask ෞᛥ֋
-p 効⹦ᶏᜦઁ᝸⹠䛯䒚䑂ᦎㆱ䈉௽֋

5 #㉷ం効
[root @test /root]# cd tmp

7 [root @test /tmp]# mkdir test <== ᦎㆱ။ㄱ⤂ test ⸐⹠䛯֋
[root @test /tmp]# mkdir -p test1/test2/test3/test4 <== ⹦ᶏᦎㆱ

test2... ㈕ઁ᝸⹠䛯֋
9 [root @test /tmp]# mkdir -m 711 testqq <== ᦎㆱ⏺䧸⤂ 711 ⸐⹠䛯֋

[root @test /tmp]# ll test*
11 drwxrwxr-x 2 test test 4096 Feb 6 20:47 test/

drwxrwxr-x 3 test test 4096 Feb 6 20:48 test1/
13 drwx--x--x 2 test test 4096 Feb 6 20:48 testqq/
� �

6. rmdir (Remove Directory)効ຠ䨇֘ㅩ֙⸐⹠䛯֋�
1 [root @test /root ]# rmdir [-p] ⹠䛯။ㄱ[]ဌἧ㾃ᾧ効

3 -p 効ᜦઁ᝸⸐⹠䛯૖ຠ䨇֋
#㉷ం効

5 [root @test /root]# rmdir test <== ຠ䨇။ㄱ⤂ test ⸐⹠䛯
[root @test tmp]# ll
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7 drwxrwxr-x 3 test test 4096 Feb 6 20:48 test1/
[root @test tmp]# rmdir test1

9 rmdir: `test1': Directory not empty
[root @test tmp]# rmdir -p test1/test2/test3/test4

11 [root @test tmp]$ ll
� �
7. ⲃᐪ䁅ἧ $PATH効ᶷఒ᷾ᜪᴁ巙ૂ䉭ᨕ

(a) ຍ๱ⲃᐪ䁅ἧ PATH効�
1 [root@mdk-dyw ~]# echo $PATH

/sbin:/usr/sbin:/bin:/usr/bin:/usr/X11R6/bin:/usr/local/bin:/usr/
local/sbin
� �

(b) 㢲⹠ແᢢ௓⹠䛯 /home/csie ં⁲੷ေᎰ㶈⎝ foo劫஽ₒ⹠䛯ઝ઄ጃ $PATH
㼡ᛉત劫ᓵௌᎰ㶈 foo劾�

[root@mdk-dyw ~]# /home/csie/foo
2 [root@mdk-dyw ~]# ./foo
� �

4.4 ⎝→⏺䧸

1. ⎝→⏺䧸㟪᝿᪗⤂ᚭ㘎 Linux ૂ䗜㺕䦌ྻ劫ጃↄ⹠䛯 / ં䎕ොᴁ巙 ls -al 䮾だ
ᓵં効�

[dywang@mdk-dyw /]$ ls -al
2 total 72

drwxr-xr-x 18 root adm 4096 Sep 16 11:11 ./
4 drwxr-xr-x 18 root adm 4096 Sep 16 11:11 ../

-rw-r--r-- 1 root root 0 Sep 16 11:11 .autofsck
6 drwxr-xr-x 2 root root 4096 Sep 28 12:50 bin/

drwxr-xr-x 3 root root 4096 Sep 16 11:11 boot/
8 drwxr-xr-x 26 root root 14420 Oct 1 12:30 dev/

drwxr-xr-x 85 root root 8192 Sep 29 12:59 etc/
10 drwxr-xr-x 18 root root 4096 Sep 26 12:45 home/

drwxr-xr-x 2 root root 4096 Sep 9 16:14 initrd/
12 drwxr-xr-x 11 root root 4096 Sep 28 12:49 lib/

drwxr-xr-x 5 root root 4096 Sep 29 12:59 mnt/
14 drwxr-xr-x 2 root root 4096 Jan 5 2004 opt/

dr-xr-xr-x 179 root root 0 Sep 16 11:10 proc/
16 -rw------- 1 root root 1024 Sep 9 13:06 .rnd

drwx------ 16 root root 4096 Oct 1 13:13 root/
18 drwxr-xr-x 2 root root 8192 Sep 28 12:50 sbin/

drwxr-xr-x 10 root root 0 Sep 16 11:10 sys/
20 drwxrwxrwt 23 root root 4096 Oct 1 13:13 tmp/

drwxr-xr-x 12 root root 4096 Sep 9 13:15 usr/
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22 drwxr-xr-x 23 root root 4096 Sep 9 17:31 var/
� �
2. total 72効⎝→෨ 72 Blocks֋

3. ၃⏶௄㾃ᾧ効
⏶௄੷ ⏶௄ଃ ⏶௄઀ ⏶௄ዊ ⏶௄ଋ ⏶௄෤ ⏶௄੺

drwxr-xr-x 3 root root 4096 Sep 16 11:11 boot
⎝→᝿᪗ ⾵䑭㏉ἧ⹠ Ẑ⁲㘽 ᱔⁲㘽㗤㏀ ᒯᜮ ᦎ⎝ᾃ₆ ⎝။

4. ㇻ੷⏶௄ drwxr-xr-x劫෨⁲⎝→⸐ 10ಂ᝿᪗効

⎝→䮰ፔ
⎝→Ẑ⁲㘽
ૂ᝿᪗

⎝→᱔᝿㗤㏀
ૂ᝿᪗

෭୍଱
ૂ᝿᪗

ေ䀽 ေᜐေᎰ㶈 ⥠ေᜐૂ᝿᪗

,,
,, �� EE \\

d rwx r-x r-x
S
S

�
�

,
,

�����
l
l

5. ㇻ੷᝿᪗୚㶟䑣ಂ⎝→῁֖⹠䛯֊⎝→ᰵ䑭㏉⎝ 効֗

(a) [ d ]῁⹠䛯劺
(b) [ - ]῁⎝→劺
(c) [ l ]⤂䑭㏉⎝ (link file)劺

(d) [ b ]㶟だ⤂㸅㖴⎝㸈䫞⸐ေఒඩᚐ⸐ႜ䓁㼡ഐ劫ంᓵ⾵⿠劺
(e) [ c ]㶟だ⤂㸅㖴⎝㸈䫞⸐ᤱຍ᎛㼡ഐ劫ంᓵ䝔⹘֊❓冨֋

6. ᶏં௽⸐᝿᪗ત劫઀ಂ⤂੷㏀劫ㇻ੷㏀⤂֖Ẑ⁲଱⸐⏺䧸 劺֗ㇻଃ㏀⤂֖၊㗤㏀
⸐⏺䧸 劺֗ㇻ઀㏀⤂֖෭୍䫚ₒ㗤㏀⸐⏺䧸 劫֗ઋጜ⤂֖rwx֗⸐઀ಂဌἧ⸐㏀၆֋
෭ત劫
[ r ]୚㶟ေ䀽֊
[ w ]୚㶟ေᜐ֊
[ x ]୚㶟ေᎰ㶈֊
[ - ]୚㶟⥠㽕⏺䧸֋

7. ᜬὡ⹠䛯ව⁲ေ䀽⏺䧸 [ r ]ઝ⥠▊ᚐလ⹠䛯劫ᩉ䭭㺕⁲⏺䧸 [ x ]劫ᱠ㜆Ꮀ㶈
ls, cd㈕ᴁ巙劫ଡ଼䑵ො⹠䛯֋

8. Linux⎝→῁ၣေᎰ㶈㟪䧬⎝။⥠䦌劫㙂῁෭⁲⥠ေᎰ㶈 [ x ]⸐⏺䧸֋

9. drwxr-xr-x୚㶟

(a) ⤂੷⹠䛯劺

(b) ⎝→Ẑ⁲㘽ေ䀽֊ေᜐଝေᎰ㶈劺

(c) ⎝→᱔᝿㗤㏀ေ䀽֊ေᎰ㶈஽઄ေᜐ劺

(d) ෭୍଱ေ䀽֊ေᎰ㶈஽઄ေᜐ֋

10. ㇻଃ⏶㶟だ⤂䑭㏉ோⳣ⸐㉵兮 (i-node) (㢲⤂⹠䛯ῑ劫䑤ᣦ㟪㽕⹠䛯ᤷં䒼⁲ᒦᜰ
⹠䛯⁲䦌)䑣䔍๽ᜦጃୂ㎵䑭㏉ link⎝→ῑ (ં੷㉵)ค⚏ො⸐ୂ㎵劺
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11. ㇻ઀⏶㶟だ䑣ಂ⎝→劧ᰵ⹠䛯动⸐֖Ẑ⁲଱ 劺֗

12. ㇻዊ⏶㶟だẐ⁲଱⸐㗤㏀劺

13. ㇻଋ⏶⤂䑣ಂ⎝→⸐ᒯᜮ劺

14. ㇻ෤⏶⤂䑣ಂ⎝→⸐ᦎ⎝ᾃ₆ᰵ㘽῁⁫䐣⸐౥Ỷᾃ₆劫๽ປ⤂ⁱ୴֊ᾃ₆ဓῑ
䥑֋

15. ㇻ੺⏶⤂䑣ಂ⎝→⸐⎝။劫ᓵ⃶⎝။ૂແᒦ੷ಂ֖. 劫֗ຼ୚㶟䑣ಂ⎝→⤂֖䩆㭔
⎝ ֋֗

4.5 ⎝→ↇᦢ㟪ㄮ䮰

1. ⎝→ㄮ䮰

(a) ⑄㺠⎝→ [ - ]効
i. ㎖ἶᚏ⎝ (ascii)劺
ii. ଃ䑵௄⎝ (binary)劺
iii. 䅤ὄↇᦢ⎝ (data)劫ంᓵ/var/log/wtmp֋

(b) ⹠䛯 [ d ]
(c) 䑭㏉⎝ [ l ]効䮰ள windowsૂᵤᨕ֋

(d) 㼡ഐ⎝ [ b,c,s,p ]効䩗તὡ/dev⹠䛯ં֋

i. ྟᏹ (block)㼡ഐ⎝ [ b ]効ඩᚐ䅤ὄᓵ⾵⿠֋
ii. ᚏය (character)㼡ഐ⎝ [ c ]効ᤱຍ᎛⸐ႜ䓁㼡ഐᓵ䝔⹘֋
iii. 䅤ὄᶏဦ⎝ (sockets) [ s ]効ⳣጃ㐙䉭ઁ⸐䅤ὄ᲌ᶏ (/var/run)֋
iv. 䅤ὄ䎕䑏⎝ (FIFO,pipe) [ p ]効㻦┶ᒦಂㄒᤱ၊ῑᚐလ੷ಂ⎝→᱔䑪ᰰ
⸐ᅰ䮡֋

2. Linux⎝→䧬⎝။

(a) Linux⎝→䧬⎝။⤂ಂ଱㺥ປⳣ劫ઝ઄෮ᜋ䆄௓ⳣ֋

(b) Linux⎝→㜆ၣᎰ㶈㺕㺥෭᝿᪗劫㟪⎝။ဓ䧬⎝။⥠䦌֋

(c) Linux⒚ಂ⎝→ᰵ⹠䛯⸐⎝။⁫䤺ေଡ଼䒑 255ಂᚏය֋

(d) Linuxᣦⳣૂ䧬⎝။

i. Shell㝩ₒ (shell scripts)効䑤ᣦଡ଼ *.sh୚㶟֋
ii. ᱥ཯ᰵᑪ㒂⎝効䑤ᣦ䧬⎝။⤂ *.Z, *.tar, *.tar.gz, *.zip, *.tgz㈕㈕֋
iii. 㐙䭦⹪䦌⎝→効䑤ᣦ௶ⳣ *.html㟪 *.php㈕

4.6 ⎝→⏺䧸ంᚉ㾃ᾧ

1. 䑵ොΩ⹠䛯ᰰ⤂֖ေᢢ௓⹠䛯֗⸐Ꮃₒ⏺䧸

(a) ௶ⳣ㘽ေ䑵ො㽕⹠䛯䪈෮ഐ x⏺䧸
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(b) ௶ⳣ㘽ေጃ㽕⹠䛯ℹ䥫⎝။劫䪈෮ഐ r⏺䧸

2. 䀽လ੷ಂ⎝→⸐Ꮃₒ⏺䧸

(a) ௶ⳣ㘽ጃ㽕⎝→᱔ጃ⸐⹠䛯㟙ᜰ㺕⁲ x⏺䧸

(b) ௶ⳣ㘽ᜬ㽕⎝→㟙ᜰ㺕⁲ r⏺䧸

3. ౥Ỷ੷ಂ⎝→⸐Ꮃₒ⏺䧸

(a) ௶ⳣ㘽ጃ㽕⎝→᱔ጃ⸐⹠䛯㟙ᜰ㺕⁲ x⏺䧸

(b) ௶ⳣ㘽ᜬ㽕⎝→㟙ᜰ㺕⁲ r, w⏺䧸

4. ᦎㆱ੷ಂ⎝→⸐Ꮃₒ⏺䧸

(a) ௶ⳣ㘽ጃ㽕⹠䛯㺕෮⁲ w,x⸐⏺䧸

5. 䑵ොΩ⹠䛯ઝᎰ㶈㽕⹠䛯ં⸐Ωಂᴁ巙

(a) ௶ⳣ㘽ጃ㽕⹠䛯㟙ᜰ㺕⁲ x⸐⏺䧸

(b) ௶ⳣ㘽ጃ㽕⎝→㟙ᜰ䪈㺕⁲ x⸐⏺䧸

6. ం䮡効ጃ Linux⎝→㍾㏤ત劫ຠ䨇੷ಂ⎝→⁫ᜰ෮ഐଷ兑⏺䧸劾A
(A)ာ䪈ᜬ⎝→᱔ጃ⹠䛯෮⁲ wx
(B)ာ䪈ᜬ⎝→᱔ጃ⹠䛯෮⁲ wx劫ဓᜬ⎝→෮⁲ w
(C)ာ䪈ᜬ⎝→᱔ጃ⹠䛯෮⁲ wx劫ဓᜬ⎝→෮⁲ rw
(D)ာ䪈ᜬ⎝→᱔ጃ⹠䛯෮⁲ w劫ဓᜬ⎝→෮⁲ w

7. ం䮡効௶ⳣ㘽 foo ᝿ὡ㗤㏀ foo劫⁲੷ಂ⹠䛯။ㄱ⤂ foo劫᝿ὡ௶ⳣ㘽 root ဓ㗤
㏀ root劫ઝઋ⹠䛯 foo⸐ᚐလ⏺䧸⤂֖drwxr-x--x֗劫㾝ᅰંຍᄙ଒⑄⿹劾AD
(A)௶ⳣ㘽 fooေଡ଼䑵ො⹠䛯 foo
(B)௶ⳣ㘽 foo઄㜆䑵ො⹠䛯 foo
(C)௶ⳣ㘽 fooေଡ଼ⳬ ls⹺ລ⹠䛯 fooં⁲ᄙ଒⎝→
(D)ᓵ⃶⹠䛯 fooત⁲੷⎝→ bar෭ᚐလ⏺䧸⤂ 777劫௶ⳣ㘽 fooေଡ଼䀽လ bar
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Chapter 5

Linux⎝→ᚐလ管理

5.1 ௶ⳣ㘽㟪㗤㏀

1. Linux⤂ᒦ଱ᒦᢢ㍾㏤֋

2. ⎝→Ẑ⁲㘽౔⁲䩆ボ⏺֋

3. ⎝→᱔᝿㗤㏀ --ዷ䨩༐㜆֋

5.2 ⎝→⏺䧸管理Ⴏ巙

1. chgrp効Ỷ䁅⎝→᱔᝿㗤㏀劫㗤㏀။ㄱᩉ䭭ᚐጃ劫ၣຼ⁮ⳠⳞ䜕㽽֋

chgrp 㗤㏀။ㄱ ⎝→ᰵ⹠䛯

2. chown効Ỷ䁅⎝→Ẑ⁲㘽ဓ᱔᝿㗤㏀劫ᣢ㯒။ㄱᩉ䭭ᚐጃ劫ၣຼ⁮ⳠⳞ䜕㽽֋䒰
䭪 [ -R ]ေଡ଼䑭⹠䛯ં⸐᱔⁲␎⹠䛯ᰵ⎝→੷䈉⁠Ỷ֋�

chown [ -R ] ᣢ㯒။ㄱ⎝→ᰵ⹠䛯
2 chown [ -R ] ᣢ㯒။ㄱ㗤㏀။ㄱ: ⎝→ᰵ⹠䛯
� �

3. chmod効Ỷ䁅⏺䧸֋�
chmod [ -R ] xyz ⎝→ᰵ⹠䛯

2 chmod [ -R ] u = r ⎝→ᰵ⹠䛯
g + w ⎝→ᰵ⹠䛯

4 o - x ⎝→ᰵ⹠䛯
a ⎝→ᰵ⹠䛯

6 chmod u=rwx,go=rx ⎝→ᰵ⹠䛯
chmod a-x ⎝→ᰵ⹠䛯
� �
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(a) xyz⤂઀㏀ rwx᝿᪗ἧಳૂ༑㒑֋
r : 4
w : 2
x : 1

(b) -rwxr-xr--ૂ᝿᪗ἧಳ⤂ 754֋
(c) ㇵ㯒䮰ፔ

u : user
g : group
o : other
a : all
+ : ༑ො
- : 䨇ဇ
= : 㼡ᛉ

4. ం䮡効㢲ᨢව⿠㸪㸡Ω੷⹠䛯 abc劧཯ၨ␎⹠䛯ૂ᱔⁲⎝→动㟙⾵⿠劫ຼ⹠ແ௶
ⳣ㘽䩥⤂⎝→Ẑ⁲㘽劫஽࿒⥠▊౥Ỷ㽕⎝→劫㾝ᅰᓵௌଡ଼㋈ᇁ⸐Ὗᦢ劫䁌௶ⳣ㘽
ေଡ଼౥Ỷ᱔⁲⎝→劾�
1 chmod u+w -R abc
� �

5.3 ⎝→㟪⹠䛯管理

1. ᣦⳣᴁ巙
ls 䮾だ⎝→။ㄱ֊᝿᪗㈕֋
cp ᳴䄾⎝→ᰵ⹠䛯֋
rm ㄆ䨇⎝→ᰵ⹠䛯֋
mv ⎝→ㄆངᰵỶ။֋
basename ㄆ䨇ແᜭ⹠䛯ဓᚏ᝖劫䮾だ⎝။֋
dirname ㄆ䨇⎝။劫䮾だ⹠䛯֋

2. ls (list directory contents)効䮾だ⎝→။ㄱ֊᝿᪗㈕֋�
1 [root @test /root ]# ls [-ailS]ဌἧ㾃ᾧ効

3 -a 全䔍⸐⎝→䔟ຍ๱劧䑭၊䩆㭔⎝动 :
-i ࿈๱ : inode ⸐ಳ

5 -l 䤺⸐ຍ๱劫䑭၊⎝→ᒯᜮ⸐䅤ὄ㈕㈕ :
-S ଡ଼⎝→ᒯᜮᵿᤱ :

7 --color=never ઄㺕䮾だ䮤㡉 :
--color=always ጜ䮾だ䮤㡉 :

9 --color=auto ⳬ㍾㏤㟓㶈ບὝ :
� �
3. ls㉷ం効
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�
1 [root@dywHome2 ~]# ls

col.txt drakx/ echoname* findnewer sed tmp/
3 [root@dywHome2 ~]# ls -a

./ findnewer .kde.bak/ .tcshrc
5 ../ .gconf/ .lesshst .test.txt.swp

.bash_completion .gconfd/ .local/ tmp/
7 .bash_history .gstreamer-0.8/ .mc/ .viminfo

.bash_logout .gtk-bookmarks .mcop/ .vimrc
9 .bash_profile .gtk_qt_engine_rc .mcoprc .xauth/

.bashrc .gtkrc* .mplayer/ .Xdefaults
11 col.txt .gtkrc-2.0* .qt/ .xdg_menu_cache/

.cshrc .gtkrc-2.0.bak* .rpmdrake
13 drakx/ .ICEauthority sed

echoname* .kde/ .ssh/
15 [root@dywHome2 ~]# ls -l

total 6
17 -rw-r--r-- 1 root root 2939 Feb 2 2008 col.txt

drwx------ 2 root root 1024 Dec 27 2007 drakx/
19 -rwxr-xr-x 1 root root 11 Jan 28 2008 echoname*

-rw-r--r-- 1 root root 0 Aug 30 08:44 findnewer
21 -rw-r--r-- 1 root root 0 Apr 16 09:35 sed

drwx------ 5 root root 1024 Sep 3 19:59 tmp/
23 [root@dywHome2 ~]# ls -al

total 90
25 drwx------ 17 root root 2048 Sep 3 20:33 ./

drwxr-xr-x 21 root adm 1024 Sep 3 19:59 ../
27 -rw-r--r-- 1 root root 145 Aug 4 2006 .bash_completion

-rw------- 1 root root 23796 Sep 3 17:47 .bash_history
29 -rw-r--r-- 1 root root 24 Aug 4 2006 .bash_logout

-rw-r--r-- 1 root root 106 Aug 4 2006 .bash_profile
31 -rw-r--r-- 1 root root 226 Aug 4 2006 .bashrc

-rw-r--r-- 1 root root 2939 Feb 2 2008 col.txt
33 -rw-r--r-- 1 root root 233 Aug 4 2006 .cshrc

drwx------ 2 root root 1024 Dec 27 2007 drakx/
35 ### ત䥑⹱ⴕ ###

-rw-r--r-- 1 root root 1479 Aug 4 2006 .Xdefaults
37 drwxr-xr-x 2 root root 1024 Apr 20 10:45 .xdg_menu_cache/

[root@dywHome2 ~]# ls -al | more
� �
4. cp (copy files and directories)効᳴䄾⎝→ᰵ⹠䛯֋�

[root@dywHome2 ~]# cp [-dLprRsufa] ௽✘⎝[] ⹠⸐⎝[]ဌἧ㾃ᾧ効
2

-d 効䑭㏉⎝㐔᳾෭䉭ᨕૂ䑭㏉
4 -L 効㻦䨇䑭㏉劫⹦ᶏ copy 䑭㏉⸐⎝→劧䭳㼡动

-p 効㐔᳾⎝→ૂ᝿᪗
6 -r, -R ։։効䑭၊⹠䛯ંૂ᱔⁲⎝→ဓ␎⹠䛯䔟 copy

-s 効೑ᰰ䑭㏉⎝劫㙂઄劫㟪 copy ln ᴁ巙⹪၊༐㜆
8 -u, --効௽✘⎝䍧὘ᱠ⁮䑵㶈update copy ⸐ང௓劫ᣦⳣὡഐ୴⸐ང௓

-f 効ᧂຫ劫઄คᜪᅰ῁ၣ㺚㩩 copy
10 -a 効㟪 -dpR ⹪၊
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� �
5. mkdir㉷ం効�

[root@dywHome2 ~]# mkdir test
2 [root@dywHome2 ~]# cd test

[root@dywHome2 test]# touch foo
4 [root@dywHome2 test]# cp foo foo1

[root@dywHome2 test]# ln -s foo lnfoo
6 [root@dywHome2 test]# ll

total 0
8 -rw-r--r-- 1 root root 0 Sep 3 20:50 foo

-rw-r--r-- 1 root root 0 Sep 3 20:50 foo1
10 lrwxrwxrwx 1 root root 3 Sep 3 20:52 lnfoo -> foo

[root@dywHome2 test]# cp lnfoo foo2
12 [root@dywHome2 test]# cp -d lnfoo foo3

[root@dywHome2 test]# ll
14 total 0

-rw-r--r-- 1 root root 0 Sep 3 21:03 foo
16 -rw-r--r-- 1 root root 0 Sep 3 20:50 foo1

-rw-r--r-- 1 root root 0 Sep 3 20:52 foo2
18 lrwxrwxrwx 1 root root 3 Sep 3 21:11 foo3 -> foo

lrwxrwxrwx 1 root root 3 Sep 3 20:52 lnfoo -> foo
20 [root@dywHome2 test]# chown dywang:users foo2

[root@dywHome2 test]# ll
22 total 0

-rw-r--r-- 1 root root 0 Sep 3 21:03 foo
24 -rw-r--r-- 1 root root 0 Sep 3 20:50 foo1

-rw-r--r-- 1 dywang users 0 Sep 3 20:52 foo2
26 lrwxrwxrwx 1 root root 3 Sep 3 21:11 foo3 -> foo

lrwxrwxrwx 1 root root 3 Sep 3 20:52 lnfoo -> foo
28 [root@dywHome2 test]# cp foo2 foo4

[root@dywHome2 test]# cp -p foo2 foo5
30 [root@dywHome2 test]# ll

total 0
32 -rw-r--r-- 1 root root 0 Sep 3 21:03 foo

-rw-r--r-- 1 root root 0 Sep 3 20:50 foo1
34 -rw-r--r-- 1 dywang users 0 Sep 3 20:52 foo2

lrwxrwxrwx 1 root root 3 Sep 3 21:11 foo3 -> foo
36 -rw-r--r-- 1 root root 0 Sep 3 21:12 foo4

-rw-r--r-- 1 dywang users 0 Sep 3 20:52 foo5
38 lrwxrwxrwx 1 root root 3 Sep 3 20:52 lnfoo -> foo

[root@dywHome2 test]# cd ..
40 [root@dywHome2 ~]# cp -a test test1

[root@dywHome2 ~]# ll test test1
42 test:

total 0
44 -rw-r--r-- 1 root root 0 Sep 3 21:03 foo

-rw-r--r-- 1 root root 0 Sep 3 20:50 foo1
46 -rw-r--r-- 1 dywang users 0 Sep 3 20:52 foo2

lrwxrwxrwx 1 root root 3 Sep 3 21:11 foo3 -> foo
48 -rw-r--r-- 1 root root 0 Sep 3 21:12 foo4

-rw-r--r-- 1 dywang users 0 Sep 3 20:52 foo5
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50 lrwxrwxrwx 1 root root 3 Sep 3 20:52 lnfoo -> foo

52 test1:
total 0

54 -rw-r--r-- 1 root root 0 Sep 3 21:03 foo
-rw-r--r-- 1 root root 0 Sep 3 20:50 foo1

56 -rw-r--r-- 1 dywang users 0 Sep 3 20:52 foo2
lrwxrwxrwx 1 root root 3 Sep 3 21:13 foo3 -> foo

58 -rw-r--r-- 1 root root 0 Sep 3 21:12 foo4
-rw-r--r-- 1 dywang users 0 Sep 3 20:52 foo5

60 lrwxrwxrwx 1 root root 3 Sep 3 21:13 lnfoo -> foo
� �
6. rm (remove files or directories)効ㄆ䨇⎝→ᰵ⹠䛯֋�

[root@dywHome2 ~]# rm [-fir] ⎝။[]ဌἧ㾃ᾧ効
2

-i ᶷఒ௶ⳣ㘽⿹㽬劧䭳㼡ಳ动 :
4 -r,-R ᨮⲃ劫ၨ␎⹠䛯 :

-f ᩱⴕ઄ᚐጃ⸐⎝劫ᧂຫㄆ䨇઄ᶷだ֋ :
� �
7. rm㉷ం効�

1 [root@dywHome2 ~]# rm test/foo1
rm: remove regular empty file `test/foo1'? y

3 [root@dywHome2 ~]# rm -rf test
� �
8. mv (move (rename) files)効⎝→ㄆངᰵỶ။֋�

1 [root@dywHome2 ~]# mv [-u] ௽✘⎝[] ⹠⸐⎝[]ဌἧ㾃ᾧ効

3 -u,--updates ௽✘⎝⒟⹠⸐⎝὘ῑᱠང௓:
� �
9. mv㉷ం効�

1 [root@dywHome2 ~]# mkdir test
[root@dywHome2 ~]# cd test

3 [root@dywHome2 test]# touch foo
[root@dywHome2 test]# ll

5 total 0
-rw-r--r-- 1 root root 0 Sep 3 21:25 foo

7 [root@dywHome2 test]# mv foo foo1
[root@dywHome2 test]# ll

9 total 0
-rw-r--r-- 1 root root 0 Sep 3 21:25 foo1

11 [root@dywHome2 test]# cp foo1 foo2
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[root@dywHome2 test]# ll
13 total 0

-rw-r--r-- 1 root root 0 Sep 3 21:25 foo1
15 -rw-r--r-- 1 root root 0 Sep 3 21:26 foo2

[root@dywHome2 test]# mv foo1 foo2
17 mv: overwrite `foo2'? n

[root@dywHome2 test]# mv -u foo1 foo2
19 [root@dywHome2 test]# mv foo1 foo2 /tmp

[root@dywHome2 test]# ll /tmp/foo[12]
21 -rw-r--r-- 1 root root 0 Sep 3 21:25 /tmp/foo1

-rw-r--r-- 1 root root 0 Sep 3 21:26 /tmp/foo2
� �
10. basename効ㄆ䨇ແᜭ⹠䛯ဓᚏ᝖劫䮾だ⎝။֋�

[root@dywHome2 test]# basename NAME ᚏ᝖[]
� �
11. basename㉷ం効�

1 [root@dywHome2 test]# basename /root/test/foo.sh
foo.sh

3 [root@dywHome2 test]# basename /root/test/foo.sha
foo.sha

5 [root@dywHome2 test]# basename /root/test/foo.sh .sh
foo

7 [root@dywHome2 test]# basename /root/test/foo.sh o.sh
fo
� �

12. dirname効ㄆ䨇⎝။劫䮾だ⹠䛯֋�
[root @test /root ]# dirname NAME
� �

13. dirname㉷ం効�
1 [root@dywHome2 test]# dirname /root/test/foo.sh

/root/test
3 [root@dywHome2 test]# dirname /root/test/

/root
5 [root@dywHome2 test]# dirname foo.sh

. <== foo.sh ╌⁲ແᜭ⹠䛯劫ỽ䎕๱⤂. 㶟だ⹠ແ⹠䛯֋
� �
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Chapter 6

䩆㭔⏺䧸ဓ⪃①᝿᪗

6.1 䩆㭔⏺䧸

1. ⹪䦌ᴁ巙
umask ℹ㽉ဓ㼡ᛉ䭳㼡⏺䧸֋
chattr Ỷ䁅⎝→⸐䩆㭔᝿᪗֋
lsattr 䮾だ⎝→⸐䩆㭔᝿᪗֋

2. ⎝→⸐䭳㼡⏺䧸

(a) 㢲 umask⤂ 022劫ຼ᱔᝿㗤㏀ဓ෭୍௶ⳣ㘽⸑䭭ᱲ䨇֖ᜐ֗⸐⏺䧸֋

i. ᦎㆱ⎝→ῑ効(-rw-rw-rw-) – (-----w--w-) ==> -rw-r--r--
ii. ᦎㆱ⹠䛯ῑ効(drwxrwxrwx) – (-----w--w-) ==> drwxr-xr-x

(b) umask効ℹ㽉ဓ㼡ᛉ䭳㼡⏺䧸֋�
[root@dywHome2 test]# umask [-S] [mode]ဌἧ㾃ᾧ効

2
-S(Symbolic): ଡ଼ㇵ㯒䮰ፔ䮾だ⏺䧸
� �

(c) umask㉷ం�
1 [root@dywHome2 test]# umask

0022
3 [root@dywHome2 test]# umask -S

u=rwx,g=rx,o=rx
5 [root@dywHome2 test]# touch foo1

[root@dywHome2 test]# mkdir test1
7 [root@dywHome2 test]# ll

total 1
9 -rw-r--r-- 1 root root 0 Sep 4 10:53 foo1

drwxr-xr-x 2 root root 1024 Sep 4 10:54 test1/
11 [root@dywHome2 test]# umask 002

[root@dywHome2 test]# umask u=rwx.g=rwx,o=rx
13 [root@dywHome2 test]# touch foo2

[root@dywHome2 test]# mkdir test2
15 [root@dywHome2 test]# ll

total 2
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17 -rw-r--r-- 1 root root 0 Sep 4 10:53 foo1
-rw-rw-r-- 1 root root 0 Sep 4 10:54 foo2

19 drwxr-xr-x 2 root root 1024 Sep 4 10:54 test1/
drwxrwxr-x 2 root root 1024 Sep 4 10:54 test2/
� �

3. ⎝→⸐䩆㭔᝿᪗

(a) chattr効Ỷ䁅⎝→⸐䩆㭔᝿᪗֋�
[root@dywHome2 test]# chattr +-=[ASacDdIijsTtu] ⎝→ᰵ⹠䛯။ㄱ[]ဌ
ἧ㾃ᾧ効։効๽ປ⤂

2
+-= [+ ᐿ༑] [- ⚰ᜰ] [= 㼡ᛉ] ᝿᪗֋։։効ᚐလῑ䥑

4 A atime (access) ઄ေ㷗౥Ỷ֋劧䵵䀎ₐᰰ༐动։։効䮰ள
S sync ⸐༐㜆劫⁮ᜦ䅤ὄ၊⑆ᜐො⿽⿠ત֋։։効⎝→ာ㜆ᐿ༑䅤ὄ劫㙂઄
㜆ຠ䨇劫ာ⁲

6 a root ᱠ㜆㼡ᛉ䑣ಂ᝿᪗֋ ###։։効㟓ངᜦ⎝→֖ᑪ㒂 劫֗䀽လῑ⁮㟓ང
㻦ᑪ㒂֋

c։։効ⴣ
8 d dump ഐ୴()ㄒᤱ㷗Ꮀ㶈ῑ劫㼡ᛉ d ᝿᪗ᜦေ௶㽕⎝→ᰵ⹠䛯()෮

⁲ dump ༐ỿ֋։։効⎝→઄㜆㷗ຠ䨇֊Ỷ။֊㼡ᛉ䑭㏉૖⥠▊ᜐොᰵ὘
ᐿ䅤ὄ֋

i ###։։効⎝→ጃᜐොῑ඿㼑䛯ጃ
10 j journal ત֋։։効⎝→⁮㷗ᚽ全⸐ㄆ䨇๱⾵⿠ㅩ䥑֋

s։։効㟪
12 u s ⹪ဖ劫䅤ὄෞᛥ䒼ᚐጃ⿽⿠ત劫ေଡ଼֋ undeletion

14 The letters 'acdijsuADST' select the new attributes for the
files:

append only (a), compressed (c), no dump (d), immutable (i), data
jour-

16 nalling (j), secure deletion (s), no tail-merging (t), undeletable
(u),

no atime updates (A), synchronous directory updates (D),
synchronous

18 updates (S), and top of directory hierarchy (T).
� �
(b) chattr㉷ం�

[root@dywHome2 test]# chattr +a foo
2 [root@dywHome2 test]# echo append > foo

-bash: foo: Operation not permitted
4 [root@dywHome2 test]# echo append >> foo

[root@dywHome2 test]# cat foo
6 append

[root@dywHome2 test]# chattr +i foo
8 [root@dywHome2 test]# mv foo foo1

mv: cannot move `foo' to `foo1': Operation not permitted
10 [root@dywHome2 test]# chattr -i foo

[root@dywHome2 test]# mv foo foo1
� �
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(c) lsattr効䮾だ⎝→⸐䩆㭔᝿᪗֋�
1 [root@dywHome2 test]# lsattr [-adR]ဌἧ㾃ᾧ効

3 -։効ຍ๱᱔⁲⎝→劫ၨ䩆㭔⎝劺a
-։効ာຍ๱⹠䛯劫㙂઄ຍ⹠䛯ෞᛥ劺d

5 -։効䑭၊ᚉ⹠䛯੷௬ຍ๱֋R
� �
(d) lsattr ext3⎝→㍾㏤㉷ం�

1 [root@dywHome2 test]# lsattr
----ia------- ./foo

3 ------------- ./test1
------------- ./foo2

5 ------------- ./test2
� �
(e) lsattr ext4⎝→㍾㏤㉷ం�

1 [root@kvm5 ~]# lsattr
-------------e-- ./anaconda-ks.cfg

3 -------------e-- ./resolv.conf
-------------e-- ./httpsudo.pp

5 -------------e-- ./httpsudo.te
� �

6.2 ⎝→⸐⪃①᝿᪗ SUID/SGID/SBIT

1. Set UID (SUID)劺㼡㖴௶ἶ୭ጃᎰ㶈䨬⒅෮⁲ἶ୭᱔⁲㘽⸐⏺䧸֋

(a) SUID෯ፔ⸐⸐ంᚉ⤂/etc/passwd֋

i. ᣢ㯒㟪ᛯ⿻ᚐỹὡ/etc/passwd 㟪/etc/shadow֋㙂/etc/shadow ⸐⏺䧸
⤂֖-r--------֗劫ઋẐ⁲㘽⤂ root֋

ii. ੷㠉䌝୴௶ⳣ㘽㺕⁠὘㟓᢮⸐ᛯ⿻劫Ꮀ㶈/usr/bin/passwd࿒ေଡ଼ᚐလᛯ
⿻⎝/etc/shadow֋

(b) SUID഼ေⳣጃ֖ଃ䑵௄ຫ⎝→ (binary file)֗ઁ֋

2. Set GID (SGID)効ာᜬ⹠䛯⁲ỿ֋

(a) ⹠䛯㷗㼡㖴ᨐ劫୲ௌⳣᱍጃ⑅⹠䛯ંᦎㆱ⸐ἶ୭劫᱔᝿㗤㏀⸑㟪㽕⹠䛯᱔᝿
⸐㗤㏀⹪၊֋

(b) ေ௶ⳣጃ⪃ᛉ⸐ᒦ଱ዷ䨩⸐ᜧ→䥉⸊ઁ֋

3. Sticky Bit (SBIT)効䧜ຠ䨇᝿᪗劫ာᜬ⹠䛯⁲ỿ֋

(a) ጃ෮⁲ SBIT⸐⹠䛯ં劫௶ⳣ㘽㢲ጃ㽕⹠䛯ં෮⁲ wဓ x⸐⏺䧸劫ຼⴣ௶ⳣ
㘽ጃ㽕⹠䛯ંᦎㆱ⎝→ᰵ⹠䛯ῑ劫ာ⁲⎝→Ẑ⁲㘽㟪 rootᱠ⁲⏺༌ຠ䨇֋
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(b) ෯ፔ⸐ంᚉᓵ/tmp ⸐⏺䧸῁ ֖drwxrwxrwt֗劫୲ௌⳣᱍ䔟ေጃ/tmp ෞ὘
ᐿ֊౥Ỷ⎝→劫஽഼⁲㽕⎝→/⹠䛯ᦎㆱ㘽㟪 root 㜆ᒫຠ䨇㟓᢮⸐⹠䛯ᰵ⎝
→֋

4. SUID/SGID/SBIT⏺䧸⸐䮾だ㟪㼡ᛉ

(a) ௶ⳣ ls -lຍ๱⎝→᝿᪗劫ᓵ効

rwsrw-r-- 㶟だ㼡㖴 SUID᝿᪗
rwxrwsrw- 㶟だ㼡㖴 SGID᝿᪗
rwxrw-rwt 㶟だ㼡㖴 SBIT᝿᪗

(b) ᓵ⃶ₒ௽ጃ㽕௄ઁ⁲ x᝿᪗劫ຼ䑣଒⪃①᝿᪗䮾だ⤂ᜮᜐᚏ⒙ (s, s, t)劫
ၣຼ䮾だ⤂ᒯᜐᚏ⒙ (S, S, T)֋

(c) SUID/SGID/SBIT⏺䧸㼡ᛉ㟪੷㠉 rwx᝿᪗ૂ㼡ᛉ䮰ள効
4⤂ SUID
2⤂ SGID
1⤂ SBIT

(d) ం䮡効⁠Ỷઝ䮾だ⎝→ foo⸐᝿᪗֋�
1 [root@dywHome2 test]# chmod 4755 foo; ll foo

-rwsr-xr-x 1 root root 7 Sep 4 13:25 foo*
3 [root@dywHome2 test]# chmod 6755 foo; ll foo

-rwsr-sr-x 1 root root 7 Sep 4 13:25 foo*
5 [root@dywHome2 test]# chmod 1755 foo; ll foo

-rwxr-xr-t 1 root root 7 Sep 4 13:25 foo*
7 [root@dywHome2 test]# chmod 7666 foo; ll foo

-rwSrwSrwT 1 root root 7 Sep 4 13:25 foo
� �
(e) Linux㍾㏤ત෯ፔ⸐ంᚉ効�

[root@dywHome2 test]# ll /usr/bin/passwd; ls -ld /var/spool/mail;\
2 >ls -ld /tmp

-r-s--x--x 1 root root 15552 May 8 2006 /usr/bin/passwd*
4 drwxrwsr-x 2 root mail 1024 Aug 3 2006 /var/spool/mail/

drwxrwxrwt 26 root root 2048 Sep 4 15:51 /tmp/
� �

6.3 ⪃①᝿᪗ SGID㑓㘎

1. ඿ᦎㆱ㑓㘎ⳣ⹠䛯/home/shared�
1 [root@kvm7 ~]# mkdir /home/shared
� �

2. ℹ⹺⹠䛯/home/shared劫⹠ແẐ⁲㘽ဓ㗤㏀⸑⤂ root劫Ẑ⁲㘽ေ䀽֊ေᜐ֊ေ㼞
ᅰ⑅⹠䛯劫၊㗤㏀ဓ෭୍଱ာ㜆㼞ᅰဓ䀽လ֋
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�
1 [root@kvm7 ~]# ll -d /home/shared

drwxr-xr-x. 2 root root 1024 Nov 17 19:34 /home/shared
� �
3. Ỷ䁅⹠䛯/home/shared㗤㏀⤂ sharegrp劫ᓵ⃶ sharegrp㗤㏀઄ᚐጃ劫ᩉ䭭඿὘
ᐿ֋�

[root@kvm7 ~]# chgrp sharegrp /home/shared
� �
4. ℹ⹺⹠䛯/home/shared㗤㏀⤂ sharegrp֋�

1 [root@kvm7 ~]# ll -d /home/shared
drwxr-xr-x. 2 root sharegrp 1024 Nov 17 19:34 /home/shared
� �

5. Ỷ䁅⹠䛯/home/shared劫㗤㏀ေ䀽֊ေᜐ֊ေ㼞ᅰ⑅⹠䛯劫෭୍଱╌⁲୲ௌ⏺
䧸劫ઋ㼡ᛉ SGID劫䁌ⳣᱍጃ⑅⹠䛯ෞⳠⳞ⸐⎝→劫᱔᝿㗤㏀⸑⤂ sharegrp֋�

[root@kvm7 ~]# chmod 2770 /home/shared
� �
6. คℹ⹺⹠䛯/home/shared劫෭᝿᪗๱⯡ drwxrws---劫ㇵ၆㺕┅֋�

1 [root@kvm7 ~]# ll -d /home/shared
drwxrws---. 2 root sharegrp 1024 Nov 17 19:34 /home/shared
� �

6.4 ⪃①᝿᪗ SGID⛀㽋

1. ๾᷁䌝୴ᰰ deyu1֋�
[root@kvm7 ~]# su - deyu1

2 Last login: Sat Nov 3 02:50:16 CST 2018 on pts/0
� �
2. deyu1⸐䧬᝿㗤㏀῁ sharegrp劫᱔ଡ଼ေଡ଼䑵ລ SGID⸐⹠䛯/home/shared֋�

[deyu1@kvm7 ~]$ cd /home/shared/
� �
3. ℹ⹺⹠䛯/home/sharedત╌⁲୲ௌ⎝→֋
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�
1 [deyu1@kvm7 shared]$ ll

total 0
� �
4. ὘ᐿㅩ⎝→ deyu1.txt֋�

[deyu1@kvm7 shared]$ touch deyu1.txt
� �
5. ℹ⹺὘ᐿ⸐ㅩ⎝→ deyu1.txt劫Ẑ⁲㘽῁ deyu1劫ዎ⤂⹠䛯/home/shared SGID劫
᱔ଡ଼ጃ⑅⹠䛯ત὘ᐿ⸐⎝→㗤㏀῁ sharegrp֋�
1 [deyu1@kvm7 shared]$ ll

total 1
3 -rw-rw-r--. 1 deyu1 sharegrp 0 Nov 23 14:11 deyu1.txt
� �

6. 䑎๱ᣢ㯒 deyu1劫ค๾᷁ᰰ deyu2֋�
1 [deyu1@kvm7 shared]$ exit

logout
3 [root@kvm7 ~]# su - deyu2
� �

7. deyu2⸐䧬᝿㗤㏀૖῁ sharegrp劫᱔ଡ଼૖ေଡ଼䑵ລ SGID⸐⹠䛯/home/shared֋�
1 [deyu2@kvm7 ~]$ cd /home/shared/
� �

8. ⹠䛯/home/shared ત၊㗤㏀⸐ᣢ㯒劫䔟ေଡ଼䀽လ֊ᜐො劫᱔ଡ଼ deyu2 ૖ေଡ଼䁅
⁠ deyu1ⳠⳞ⸐⎝→ deyu1.txt֋�
1 [deyu2@kvm7 shared]$ echo 'abcde' >> deyu1.txt

[deyu2@kvm7 shared]$ cat deyu1.txt
3 abcde
� �

9. 䑎๱ᣢ㯒 deyu2劫ค๾᷁ᰰ deyu4֋�
1 [deyu2@kvm7 shared]$ exit

logout
3 [root@kvm7 ~]# su - deyu4
� �

10. deyu4઄῁ sharegrp㗤㏀ᰰᄐ劫᱔ଡ଼⥠▊䑵ො⹠䛯/home/shared֋
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�
1 [deyu4@kvm7 ~]$ cd /home/shared/

-bash: cd: /home/shared/: Permission denied
� �
11. 䑎๱ deyu4ᣢ㯒֋�

[deyu4@kvm7 ~]$ exit
2 logout
� �
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Chapter 7

Access Control Lists

7.1 ㋈ୂ

1. ଷ兑῁ ACL (Access Control List)劾

(a) ᶷఒപ㏤⸐ owner,group,others ⸐ read,write,execute ⏺䧸ૂᒣ⸐㎮䔍⏺䧸
㼡ᛉ֋

(b) ACLေଡ଼䗫ᜬᇁ੷௶ⳣ㘽劫ᇁ੷⎝→ᰵ⹠䛯௽䑵㶈 r, w, x⸐⏺䧸㺠㉷֋

(c) ACLલ㺕ေଡ଼䗫ᜬଡ଼ં䭪⹠௽ᶐຫ⏺䧸効

i. ௶ⳣ㘽 (user)効ေଡ଼䗫ᜬ௶ⳣ㘽௽㼡ᛉ⏺䧸劺
ii. 㗤㏀ (group)効䗫ᜬ㗤㏀⤂ᜬ䄎௽㼡ᛉ෭⏺䧸劺
iii. 䭳㼡᝿᪗ (mask)効䗫ᜬጃ㽕⹠䛯ંጃᦎㆱ὘⎝→/⹠䛯ῑ劫㺠㉷὘䅤ὄ
⸐䭳㼡⏺䧸֋

2. setfacl効㼡ᛉ ACL⸐⫂ᮍ֋

�
[root@demo ~]# setfacl [-bkndRLPvh] [{-m|-x} acl_spec] [{-M|-X} acl_file

] file ...䒰
䭪効

2
-m 効㼡ᛉᨐ㓘⸐ acl ဌἧ㏚⎝→௶ⳣ劫઄ေ㟪 -x ၆ⳣ劺

4 -x 効ຠ䨇ᨐ㓘⸐ acl ဌἧ劫઄ေ㟪 -m ၆ⳣ劺
-b 効ㄆ䨇᱔⁲⸐ ACL 㼡ᛉဌἧ劺

6 -k 効ㄆ䨇䭳㼡⸐ ACL ဌἧ劺
-R 効䒚䑂㼡ᛉ劫࿋཯ᳩ␎⹠䛯䔟⁮㷗㼡ᛉ劺 acl

8 -d 効㼡ᛉ֖䭳㼡 acl ဌἧ 劫֗ာᜬ⹠䛯⁲ỿ劫ጃ㽕⹠䛯὘ᦎ⸐䅤ὄ⁮ᦨⳣ⑅䭳㼡
ಳ

acl_spec:
10 [d[efault]:] [u[ser]:]uid [:perms]

[d[efault]:] g[roup]:gid [:perms]
12 [d[efault]:] m[ask][:] [:perms]

[d[efault]:] o[ther][:] [:perms]
14 # d 䒰䭪劫㶟だ㽕⹠䛯䭳㼡⁲㼡ᛉ⸐ acl 㺠㉷劫䮰ள umask ⸐༐㜆֋
� �
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7.2 ACL㑓㘎

1. ඿㸪㸡⛀㽋⎝→

�
[root@kvm7 ~]# cp /etc/fstab /var/tmp/
� �

2. ℹ⹺㸪㸡⸐⎝→Ẑ⁲㘽劫㗤㏀⸑⤂ root劫⹠ແ⏺䧸⤂ 644劫root⁲䀽လဓᜐො⸐
⏺䧸֋

�
1 [root@kvm7 ~]# ll /var/tmp/fstab

-rw-r--r--. 1 root root 694 Oct 15 06:29 /var/tmp/fstab
� �
3. ௶ⳣ getfaclℹ⹺/var/tmp/fstab⹠ແ⸐ ACL劫╌⁲෭୍ⳣᱍ⁲⪃①⸐⏺䧸֋

�
[root@kvm7 ~]# getfacl /var/tmp/fstab

2 getfacl: Removing leading '/' from absolute path names
# file: var/tmp/fstab

4 # owner: root
# group: root

6 user::rw-
group::r--

8 other::r--
� �
4. Ỷ䁅/var/tmp/fstab⸐ ACL劫ⳣᱍ deyu1⁲䀽လဓᜐො⸐⏺䧸֋

�
[root@kvm7 ~]# setfacl -m u:deyu1:rw /var/tmp/fstab
� �

5. Ỷ䁅/var/tmp/fstab⸐ ACL劫ⳣᱍ deyu2╌⁲୲ௌ⏺䧸֋

�
1 [root@kvm7 ~]# setfacl -m u:deyu2:- /var/tmp/fstab
� �

6. ค௶ⳣ getfacl ℹ⹺/var/tmp/fstab ⹠ແ⸐ ACL劫෭୍ⳣᱍ deyu1 ဓ deyu2 ⁲⪃
①⸐⏺䧸֋
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�
1 [root@kvm7 ~]# getfacl /var/tmp/fstab

getfacl: Removing leading '/' from absolute path names
3 # file: var/tmp/fstab

# owner: root
5 # group: root

user::rw-
7 user:deyu1:rw-

user:deyu2:---
9 group::r--

mask::rw-
11 other::r--
� �

7. ຍ๱/var/tmp/fstabေଡ଼⹺ລ⏺䧸䔍๽ᒦ૽ಂ +劫ઋ⏺䧸઄῁࿲ₒ⸐ʹ644 劾͵

�
1 [root@kvm7 ~]# ll /var/tmp/fstab

-rw-rw-r--+ 1 root root 694 Oct 15 06:29 /var/tmp/fstab
� �

7.3 ACL䁅⁠

1. ⛀㽋⎝→/var/tmp/fstab⹠ແ⸐ ACL֋

�
[root@kvm7 ~]# getfacl /var/tmp/fstab

2 getfacl: Removing leading '/' from absolute path names
# file: var/tmp/fstab

4 # owner: root
# group: root

6 user::rw-
user:deyu2:---

8 user:deyu1:rw-
group::r--

10 mask::rw-
other::r--
� �

2. /var/tmp/fstab὘ᐿ deyu4ေ䀽ᜐ֋

�
1 [root@kvm7 ~]# setfacl -m u:deyu4:rw /var/tmp/fstab
� �

3. ℹ㽉/var/tmp/fstab⸐ ACL⁲ deyu4ေ䀽ᜐ֋
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�
1 [root@kvm7 ~]# getfacl /var/tmp/fstab

getfacl: Removing leading '/' from absolute path names
3 # file: var/tmp/fstab

# owner: root
5 # group: root

user::rw-
7 user:deyu2:---

user:deyu4:rw-
9 user:deyu1:rw-

group::r--
11 mask::rw-

other::r--
� �
4. ຠ䨇/var/tmp/fstab ACLત⸐ deyu4ေ䀽ᜐ֋

�
[root@kvm7 ~]# setfacl -x u:deyu4 /var/tmp/fstab
� �

5. ℹ㽉/var/tmp/fstab⸐ ACL╌⁲ deyu4㼡ᛉ૽֋

�
1 [root@kvm7 ~]# getfacl /var/tmp/fstab

getfacl: Removing leading '/' from absolute path names
3 # file: var/tmp/fstab

# owner: root
5 # group: root

user::rw-
7 user:deyu2:---

user:deyu1:rw-
9 group::r--

mask::rw-
11 other::r--
� �
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Chapter 8

Rsync⎝→ഐᷚ

8.1 ແ㻿

1. ဌ㘻䅤ὄ

2. rsync ῁ Linux ㍾㏤ઁᣦⳣ௽㸪㸡㟪ഐ୴⎝→⸐ᢢ෮劫ေଡ଼㯋理ₒ⍮ᰵ䒛㇋⸐⎝
→၊⑆ᢢ௓֋

3. rsyncေଡ଼၊⑆၊੷ဲ䪄㝞ઁ⸐⎝→㍾㏤劫ᰵ၊⑆ⴟጊ䪄㝞⸐䅤ὄ֋

4. rsync⸐㻗㡉ᝋെ῁੷㠉 Linux⸐ cp㟪 scpᴁ巙劫ေଡ଼ᜦ⎝→ᰵ⹠䛯ᨢ௽✘௄㖴
㸪㸡ລ⹠⸐௄㖴劫઄䒋 rsync ጃ㸪㸡⎝→ῑ⁮⒟ cp 㟪 scp ⁠⁲ỿ⭱劫ઝઋửᷚ
䑭㏉⎝㟪㼡ഐ⎝劧devices动劫૖ေଡ଼౔ⴋ⎝→⸐Ẑ⁲㘽֊㗤㏀㟪⏺䧸㼡ᛉ֋

5. rsync ጃㇻ੷␎㸪㸡⎝→ῑ劫⁮㸪㸡ᚽἣ⸐⎝→ෞᛥ劫㙂ૂᨐค␎㸪㸡⎝→ῑ劫
ᝋ⁮඿ଡ଼ delta transfer➐㉗▊⎪ℹ὘㟭⎝→ૂ䥑⸐᢫ⴟ劫ာപ䑏⁲䁅ང⸐䔍୴劫
ေ༑ᩤഐ୴䑩᥅劫ᝁ෭῁ጃ㎭䑵ഐ୴ᒯ⎝→ῑ劫ỿ⃶⁠ᾧ䮾֋

6. rsync ጃ௶ⳣ㐙䉭പ䑏䅤ὄῑ劫૖ửᷚ䅤ὄ⸐㟓ངᑪ㒂㟪㻦ᑪ㒂劫ေଡ଼⁲ỿ⚰ᜰ
㙌䅙⸐㐙䉭䮖ᜑ֋

8.2 安㸅 Rsync

1. ௶ⳣ yum install安㸅 rsyncᢢ෮֋�
1 [root@kvm5 ~]# yum install rsync
� �

2. rsync䍶༚㾃ᾧ�
1 [root@kvm5 ~]# rsync --help | head

rsync version 3.0.9 protocol version 30
3 Copyright (C) 1996-2011 by Andrew Tridgell, Wayne Davison, and others.

Web site: http://rsync.samba.org/
5 Capabilities:

64-bit files, 64-bit inums, 64-bit timestamps, 64-bit long ints,
7 socketpairs, hardlinks, symlinks, IPv6, batchfiles, inplace,
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append, ACLs, xattrs, iconv, symtimes
9

rsync comes with ABSOLUTELY NO WARRANTY. This is free software, and you
11 are welcome to redistribute it under certain conditions. See the GNU
� �

3. ေଡ଼ daemonὟᦢᎰ㶈 rsync劫䍶༚㾃ᾧᓵં効�
1 [root@kvm5 ~]# rsync --daemon --help

rsync version 3.0.9 protocol version 30
3 Copyright (C) 1996-2011 by Andrew Tridgell, Wayne Davison, and others.

Web site: http://rsync.samba.org/
5 Capabilities:

64-bit files, 64-bit inums, 64-bit timestamps, 64-bit long ints,
7 socketpairs, hardlinks, symlinks, IPv6, batchfiles, inplace,

append, ACLs, xattrs, iconv, symtimes
9

rsync comes with ABSOLUTELY NO WARRANTY. This is free software, and you
11 are welcome to redistribute it under certain conditions. See the GNU

General Public Licence for details.
13

Usage: rsync --daemon [OPTION]...
15 --address=ADDRESS bind to the specified address

--bwlimit=KBPS limit I/O bandwidth; KBytes per second
17 --config=FILE specify alternate rsyncd.conf file

--no-detach do not detach from the parent
19 --port=PORT listen on alternate port number

--log-file=FILE override the "log file" setting
21 --log-file-format=FMT override the "log format" setting

--sockopts=OPTIONS specify custom TCP options
23 -v, --verbose increase verbosity

-4, --ipv4 prefer IPv4
25 -6, --ipv6 prefer IPv6

--help show this help screen
27

If you were not trying to invoke rsync as a daemon, avoid using any of
the

29 daemon-specific rsync options. See also the rsyncd.conf(5) man page.
� �

8.3 ᣦⳣ㽹▊

1. -v効verbose⌸ᦢ劫䎕๱䍧㽖㎮⸐㼆᫓֋

2. -r効䒚䑂劧recursive动劫཯ၨ᱔⁲ᚉ⹠䛯ં⸐⹠䛯㟪⎝→֋

3. -a効⹪ⴣὡ -rlptgoD劫䒚䑂ഐ୴᱔⁲ᚉ⹠䛯ં⸐⹠䛯㟪⎝→劫౔ⴋ䑭㏉⎝֊⎝→
⸐Ẑ⁲㘽֊㗤㏀֊⏺䧸ଡ଼ဓῑ䥑᱋㼑֋

4. -z効ᅻⳣᑪ㒂֋
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5. -h効ᜦἧᚏଡ଼⒟䍧ᛥᾬ䥫䀽⸐ↇᦢ䎕๱֋

6. --delete-excluded効ຠ䨇⹠⌰⹠䛯તᒦ⸐⎝→֋

7. --exclude効ᵿ䨇⪃ᛉ⸐⎝→֋

8. -u効䉱䒋⹠⌰⹠䛯ત౥Ỷῑ䥑䍧௽✘㇋὘⸐⎝→֋

8.4 Ꮃₒⳣ▊੷

1. ௶ⳣ -a,-v,-h ઀ಂ䒰䭪劫ᜦ/etc/cron.daily ⹠䛯ഐ୴ລₒ⍮⸐/home/deyu1 ⹠䛯
ં֋�
1 [root@kvm5 ~]# rsync -avh /etc/cron.daily /home/deyu1/

sending incremental file list
3 cron.daily/

cron.daily/0yum-daily.cron
5 cron.daily/logrotate

cron.daily/man-db.cron
7

sent 1.38K bytes received 73 bytes 2.91K bytes/sec
9 total size is 1.13K speedup is 0.78
� �

2. ௶ⳣ/home/deyu1⹠䛯ં劫᢯⁲ cron.daily⹠䛯劫ઋ⹠䛯ં⁲઀ಂ⎝→֋�
1 [root@kvm5 ~]# ll /home/deyu1/cron.daily/

total 6
3 -rwxr-xr-x. 1 root root 332 Mar 10 2015 0yum-daily.cron

-rwx------. 1 root root 180 Jul 31 2013 logrotate
5 -rwxr-xr-x. 1 root root 618 Mar 18 2014 man-db.cron
� �

3. คᎰ㶈੷␎ rsync劫ዎ⤂௽✘㟪⹠⸐㇋ෞᛥ੷⌹劫╌⁲୲ௌ⎝→㸪㸡֋�
1 [root@kvm5 ~]# rsync -avh /etc/cron.daily /home/deyu1/

sending incremental file list
3

sent 121 bytes received 13 bytes 268.00 bytes/sec
5 total size is 1.13K speedup is 8.43
� �

4. ຠ䨇/home/deyu1/cron.daily/0yum-daily.cron֋�
1 [root@kvm5 ~]# rm /home/deyu1/cron.daily/0yum-daily.cron

rm: remove regular file Ͳ/home/deyu1/cron.daily/0yum-daily.ͳcron? y
� �
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5. คᎰ㶈੷␎ rsync劫ዎ⹠⸐㇋㖄 0yum-daily.cron劫෭୍㟪௽✘㇋੷⌹劫᱔ଡ଼ာ㸪
㸡⑅⎝֋�

[root@kvm5 ~]# rsync -avh /etc/cron.daily /home/deyu1/
2 sending incremental file list

cron.daily/
4 cron.daily/0yum-daily.cron

6 sent 499 bytes received 35 bytes 1.07K bytes/sec
total size is 1.13K speedup is 2.12
� �

8.5 Ꮃₒⳣ▊ଃ

1. ጃ/home/deyu1/cron.daily/logrotate⎝→⁫ᨐ༑ො੷㶈'rsync test'֋�
1 [root@kvm5 ~]# echo 'rsync test' >> /home/deyu1/cron.daily/logrotate
� �

2. ⒟䍧௽✘㇋㟪⹠⸐㇋⸐ logrotate劫⎝→ෞᛥ઄੷⌹֋�
1 [root@kvm5 ~]# diff -uN /etc/cron.daily/logrotate /home/deyu1/cron.daily

/logrotate
--- /etc/cron.daily/logrotate 2013-07-31 19:46:23.000000000 +0800

3 +++ /home/deyu1/cron.daily/logrotate 2019-10-11 16:07:37.000000000
+0800

@@ -6,3 +6,4 @@
5 /usr/bin/logger -t logrotate "ALERT exited abnormally with [

$EXITVALUE]"
fi

7 exit 0
+rsync test
� �

3. Ꮀ㶈 rsync劫ာ၊⑆઄੷⌹⸐⎝→ logrotate֋�
[root@kvm5 ~]# rsync -avh /etc/cron.daily /home/deyu1/sending

incremental file list
2 cron.daily/logrotate

4 sent 344 bytes received 32 bytes 752.00 bytes/sec
total size is 1.13K speedup is 3.01
� �

8.6 ⳣ▊઀ -⎝→὘㟭

1. ค੷␎䁅⁠劫ጃ/home/deyu1/cron.daily/logrotate⎝→⁫ᨐ༑ො੷㶈'rsync test'֋
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�
1 [root@kvm5 ~]# echo 'rsync test' >> /home/deyu1/cron.daily/logrotate
� �

2. ℹ⹺௽✘㟪⹠⸐㇋⸐ logrotate劫⹠⸐㇋⸐⎝⒟䍧὘֋�
1 [root@kvm5 ~]# ll /etc/cron.daily/logrotate /home/deyu1/cron.daily/

logrotate
-rwx------. 1 root root 180 Jul 31 2013 /etc/cron.daily/logrotate

3 -rwx------. 1 root root 191 Oct 11 16:15 /home/deyu1/cron.daily/
logrotate
� �

3. Ꮀ㶈 rsync ઝᐿ༑ -u 䒰䭪劫䩥⥱௽✘㟪⹠⸐㇋⸐⎝→ logrotate ઄੷⌹劫஽⹠⸐
㇋⸐⎝→⒟䍧὘劫᱔ଡ଼઄⁮㸪㸡ລ⹠⸐㇋֋�
1 [root@kvm5 ~]# rsync -auvh /etc/cron.daily /home/deyu1/

sending incremental file list
3

sent 121 bytes received 13 bytes 268.00 bytes/sec
5 total size is 1.13K speedup is 8.43
� �

8.7 ⳣ▊ዊ -ຠ䨇ᵿᒣ

1. ጃ⹠㇋ⳠⳞ੷ಂㅩ⎝ abc֋�
1 [root@kvm5 ~]# touch /home/deyu1/cron.daily/abc
� �

2. ℹ⹺⹠⸐㇋⹠䛯劫ᒦ૽੷ಂ⎝→ abc֋�
1 [root@kvm5 ~]# ll /home/deyu1/cron.daily/

total 7
3 -rwxr-xr-x. 1 root root 332 Mar 10 2015 0yum-daily.cron

-rw-r--r--. 1 root root 0 Oct 11 16:27 abc
5 -rwx------. 1 root root 191 Oct 11 16:15 logrotate

-rwxr-xr-x. 1 root root 618 Mar 18 2014 man-db.cron
7 [root@kvm5 ~]# rsync -auvh /etc/cron.daily /home/deyu1/

sending incremental file list
9 cron.daily/

11 sent 124 bytes received 16 bytes 280.00 bytes/sec
total size is 1.13K speedup is 8.07
� �

3. rsyncᐿ༑䒰䭪 --delete-excluded劫၊⑆ᨐ⹠⸐㇋ᒦ๱௽⸐⎝→ abc㷗ຠ䨇֋
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�
[root@kvm5 ~]# rsync -auvh --delete-excluded /etc/cron.daily /home/deyu1

/
2 sending incremental file list

deleting cron.daily/abc
4

sent 121 bytes received 13 bytes 268.00 bytes/sec
6 total size is 1.13K speedup is 8.43
� �

4. ℹ⹺⹠⸐㇋⹠䛯⎝→ abc᢯㷗ຠ䨇֋�
[root@kvm5 ~]# ll /home/deyu1/cron.daily/

2 total 6
-rwxr-xr-x. 1 root root 332 Mar 10 2015 0yum-daily.cron

4 -rwx------. 1 root root 191 Oct 11 16:15 logrotate
-rwxr-xr-x. 1 root root 618 Mar 18 2014 man-db.cron
� �

8.8 ⳣ▊ଋ -ᵿ䨇⪃ᛉ⎝→

1. ຠ䨇ૂແ၊⑆⸐䅤ὄ֋�
1 [root@kvm5 ~]# rm -rf /home/deyu1/cron.daily
� �

2. ଡ଼䒰䭪 --excludeᵿ䨇໣⎝။῁ cron⸐⎝→֋�
1 [root@kvm5 ~]# rsync -avh --exclude='*.cron' /etc/cron.daily /home/deyu1

/
sending incremental file list

3 cron.daily/
cron.daily/logrotate

5
sent 293 bytes received 35 bytes 656.00 bytes/sec

7 total size is 180 speedup is 0.55
� �
3. ၊⑆䅤ὄતာ⁲ logrotate੷ಂ⎝֋�

1 [root@kvm5 ~]# ll /home/deyu1/cron.daily/
total 2

3 -rwx------. 1 root root 180 Jul 31 2013 logrotate
� �
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8.9 䒛㇋၊⑆

1. ᜦ deyu1 ᛢ⹠䛯ં⸐ cron.daily ⹠䛯ဓ⹠䛯ં⸐⎝→劫ⳣᱍဓ㗤㏀䁅⁠⤂
deyu1֋�
1 [root@kvm5 ~]# chown deyu1.deyu1 -R /home/deyu1/cron.daily
� �

2. ๾᷁䌝୴ᰰ deyu1֋�
1 [root@kvm5 ~]# su - deyu1

Last login: Fri Oct 11 15:46:34 CST 2019 on pts/0
� �
3. ᜦ cron.daily⹠䛯၊⑆ລ䒛㇋⍮ቦ kvm7.deyu.wang (192.168.122.7)ᣢ㯒 deyu1
⸐ᛢ⹠䛯劫෭ત䒰䭪 -z῁ᜦ䅤ὄᑪ㒂คപ䑏֋�

[deyu1@kvm5 ~]$ rsync -avzh cron.daily deyu1@kvm7.deyu.wang:
2 The authenticity of host 'kvm7.deyu.wang (192.168.122.7)' can't be

established.
ECDSA key fingerprint is 3d:18:f7:73:34:1d:c1:fb:af:70:00:fa:e0:df:2d:ca

.
4 Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'kvm7.deyu.wang,192.168.122.7' (ECDSA) to the
list of known hosts.

6 deyu1@kvm7.deyu.wang's password:
sending incremental file list

8 cron.daily/
cron.daily/0yum-daily.cron

10 cron.daily/logrotate
cron.daily/man-db.cron

12
sent 980 bytes received 73 bytes 162.00 bytes/sec

14 total size is 1.14K speedup is 1.08
� �
4. 䅤ὄ၊⑆ລ kvm7.deyu.wang⸐ deyu1ᛢ⹠䛯૽֋�

[root@kvm7 ~]# ll /home/deyu1/cron.daily/
2 total 6

-rwxr-xr-x. 1 deyu1 deyu1 332 Mar 10 2015 0yum-daily.cron
4 -rwx------. 1 deyu1 deyu1 191 Oct 11 16:15 logrotate

-rwxr-xr-x. 1 deyu1 deyu1 618 Mar 18 2014 man-db.cron
� �
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8.10 䧸ຫ㐙䉭䮖ᜑ

1. ᓵ⃶઄ᣃ₃ rsync䒛㇋ഐ୴䅤ὄῑோⳣᒱᒯ⸐㐙䉭䮖ᜑ㙂᧵䭤⑄ᣦ⸐⁶཈劫ေଡ଼
༑ઁ --bwlimit䒰䭪௽ᴁᛉ䅤ὄപ䎕⸐䑩᥅ઁ䧸劫ᇁ௄῁ KBPS劫ଡ଼ં῁╌⁲䧸ຫ
䮖ᜑ⸐䑩᥅劫⒚ラ 4.34M֋�
1 [root@kvm5 ~]# rsync -avh /etc deyu1@kvm7.deyu.wang: | tail

deyu1@kvm7.deyu.wang's password:
3 etc/yum/pluginconf.d/langpacks.conf

etc/yum/pluginconf.d/priorities.conf
5 etc/yum/protected.d/

etc/yum/protected.d/systemd.conf
7 etc/yum/vars/

etc/yum/vars/contentdir
9 etc/yum/vars/infra

11 sent 19.51M bytes received 19.08K bytes 4.34M bytes/sec
total size is 19.44M speedup is 1.00
� �

2. ຠ䨇 kvm7.deyu.wangઁ⸐၊⑆䅤ὄ֋�
[root@kvm7 ~]# rm -rf /home/deyu1/etc
� �

3. คଡ଼ bwlimit=100ဌἧ劫䧸ຫ⒚ラ 100K⸐䑩᥅၊⑆֋�
1 [root@kvm5 ~]# rsync -avh --bwlimit=100 /etc deyu1@kvm7.deyu.wang: |

tail
deyu1@kvm7.deyu.wang's password:

3 etc/yum/pluginconf.d/langpacks.conf
etc/yum/pluginconf.d/priorities.conf

5 etc/yum/protected.d/
etc/yum/protected.d/systemd.conf

7 etc/yum/vars/
etc/yum/vars/contentdir

9 etc/yum/vars/infra

11 sent 19.51M bytes received 19.08K bytes 100.39K bytes/sec
total size is 19.44M speedup is 1.00
� �
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Chapter 9

LUKS⎝→㍾㏤༑㻦ᛯ

9.1 ແ㻿

1. ဌ㘻䅤ὄ

2. ⾵⿠༑ᛯေଡ଼䧜⑃୍଱လᨛ⾵⿠ᨐ劫䀽လ⾵⿠᱔⁲䅤ὄ֋

3. LUKS (Linux Unified Key Setup)῁੷ㄮྟᏹ㸅㖴 (block device)༑ᛯ㺠ↇ֋

9.2 LUKSᢢ෮

1. ℹ⹺௶ⳣ⸐⾵⿠㑉㯒⤂/dev/sda劫⹠ແ/ ↄ⹠䛯ᶅ䍬ጃ/dev/sda3劫䭳㼅ᜦ/dev/
sda2೑ LUKS༑ᛯઝᶅ䍬ᰰ/ↄ⹠䛯֋�

[root@localhost ~]# lsblk
2 NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 18.4G 0 disk�ѱ
4 sda1 8:1 0 400M 0 part /boot�ѱ

sda2 8:2 0 10G 0 part�ѱ
6 sda3 8:3 0 4G 0 part /�ѱ

sda4 8:4 0 1K 0 part�ѱ
8 sda5 8:5 0 500M 0 part [SWAP]
� �

2. ℹ㽉ᶷఒ LUKSᢢ෮Ⴏ巙⸐ᓕ୭⤂ cryptsetup֋�
[root@localhost ~]# yum provides *bin/cryptsetup

2 Loaded plugins: fastestmirror, langpacks
base | 3.6 kB

00:00
4 extras | 3.4 kB

00:00
updates | 3.4 kB

00:00
6 (1/4): base/7/x86_64/group_gz | 156 kB

00:00
(2/4): extras/7/x86_64/primary_db | 145 kB

00:00
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8 (3/4): updates/7/x86_64/primary_db | 4.6 MB
00:05

(4/4): base/7/x86_64/primary_db | 5.7 MB
00:05

10 Determining fastest mirrors
* base: ftp.twaren.net

12 * extras: ftp.twaren.net
* updates: ftp.twaren.net

14 base/7/x86_64/filelists_db | 6.7 MB
00:03

cryptsetup-1.7.4-3.el7.x86_64 : A utility for setting up encrypted disks
16 Repo : base

Matched from:
18 Filename : /usr/sbin/cryptsetup
� �

3. 安㸅 cryptsetupᓕ୭֋�
[root@localhost ~]# yum install -y cryptsetup
� �

4. ⤂༑ᧂ๽໦ྟ༑ᛯᧂ᥅劫ↇᦢོແ⁫ᓰ඿ᜦἣಂ๽໦ྟᜐො䩀⍮ᚏය劫ଡ଼ં⤂䍧
ᩤ䑩஽ᧂ᥅䍧௅⸐ᜐොὟᦢ֋�
1 [root@localhost ~]# badblocks -c 10240 -s -w -t random -v /dev/sda2

Checking for bad blocks in read-write mode
3 From block 0 to 10485759

Testing with random pattern: done
5 Reading and comparing: done

Pass completed, 0 bad blocks found. (0/0/0 errors)
� �
5. ௶ⳣ cryptsetupᜬ/dev/sda2䑵㶈 luksↇᦢོ劫䒋ㄒત඿ዌ㈟ᒯᜐ⸐ YES劫ค䎕
ො෠␎ᛯ⿻劫ᛯ⿻ᩉ䭭䈓䒋 7ಂᚏයઋ઄㜆⤂ᚏ෯ᚏ֋�

[root@localhost ~]# cryptsetup luksFormat /dev/sda2
2

WARNING!
4 ========

This will overwrite data on /dev/sda2 irrevocably.
6

Are you sure? (Type uppercase yes): YES
8 Enter passphrase:

Verify passphrase:
10 Password quality check failed:

The password is shorter than 7 characters
12 [root@localhost ~]# cryptsetup luksFormat /dev/sda2

14 WARNING!
========

16 This will overwrite data on /dev/sda2 irrevocably.
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18 Are you sure? (Type uppercase yes): YES
Enter passphrase:

20 Verify passphrase:
Password quality check failed:

22 The password fails the dictionary check - it is based on a dictionary
word

[root@localhost ~]# cryptsetup luksFormat /dev/sda2
24

WARNING!
26 ========

This will overwrite data on /dev/sda2 irrevocably.
28

Are you sure? (Type uppercase yes): YES
30 Enter passphrase:

Verify passphrase:
32 Password quality check failed:

The password fails the dictionary check - it is based on a dictionary
word
� �

6. ᰰ༐䑵㶈/dev/sda2๽໦ྟ LUKSↇᦢོ֋�
1 [root@localhost ~]# cryptsetup luksFormat /dev/sda2

3 WARNING!
========

5 This will overwrite data on /dev/sda2 irrevocably.

7 Are you sure? (Type uppercase yes): YES
Enter passphrase: ekC82B7XAmv3

9 Verify passphrase: ekC82B7XAmv3
� �
7. ⿹㽬/dev/sda2῁ၣ⤂ LUKSↇᦢ劾╌⁲䜕㽽㼆᫓㶟だ⑄ᣦ֋�

1 [root@localhost ~]# cryptsetup isLuks /dev/sda2
[root@localhost ~]# cryptsetup isLuks /dev/sda2 && echo Success

3 Success
� �
8. ௶ⳣ luksDumpℹ⹺/dev/sda2⸐༑ᛯ㼆᫓֋�

1 [root@localhost ~]# cryptsetup luksDump /dev/sda2
LUKS header information for /dev/sda2

3
Version: 1

5 Cipher name: aes
Cipher mode: xts-plain64

7 Hash spec: sha256
Payload offset: 4096
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9 MK bits: 256
MK digest: 75 b9 1e 6c fc 72 6a c0 2a 67 6a db fa df 33 7f 65 a7 c5

3b
11 MK salt: d8 65 2c b2 f8 43 af f6 30 0b ca 49 01 bf 1c c7

cd 62 7e 60 09 78 c8 5f 4f dc 5b f0 67 89 33 15
13 MK iterations: 89250

UUID: b22f30aa-72d7-4523-aa21-dc516da53fc8
15

Key Slot 0: ENABLED
17 Iterations: 703294

Salt: 50 b4 74 b0 1f 07 e0 e5 11 56 ae a7 2c bd 64
a0

19 ef c6 e6 53 5c 73 5a 57 41 8f e4 38 69 99 2e
25

Key material offset: 8
21 AF stripes: 4000

Key Slot 1: DISABLED
23 Key Slot 2: DISABLED

Key Slot 3: DISABLED
25 Key Slot 4: DISABLED

Key Slot 5: DISABLED
27 Key Slot 6: DISABLED

Key Slot 7: DISABLED
� �

9.3 LUKS Mapping

1. 㺕ᚐလ LUKS ⾵⿠㻦ᛯ⸐ෞᛥ劫ᩉ䭭௶ⳣↃᩇ⸐ device-mapper ᦎㆱ੷ಂ map-
ping劫ᦎㆱແ඿ℹ⹺ LUKS device⸐ UUID֋�

[root@localhost ~]# cryptsetup luksUUID /dev/sda2
2 b22f30aa-72d7-4523-aa21-dc516da53fc8
� �

2. 䎕ො LUKSↇᦢོ㼡ᛉ⸐ᛯ⿻ᦎㆱ/dev/sda2⸐ mapping劫mapping⸐။ㄱေ㟓
㼁֋�

[root@localhost ~]# cryptsetup luksOpen /dev/sda2 luks-root
2 Enter passphrase for /dev/sda2:
� �

3. ℹ⹺ luks-root⸐㼆᫓֋�
[root@localhost ~]# dmsetup info luks-root

2 Name: luks-root
State: ACTIVE

4 Read Ahead: 8192
Tables present: LIVE

6 Open count: 0
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Event number: 0
8 Major, minor: 253, 0

Number of targets: 1
10 UUID: CRYPT-LUKS1-b22f30aa72d74523aa21dc516da53fc8-luks-root
� �

4. luks-root᢯๱⯡ὡ/dev/mapper⹠䛯ં֋�
[root@localhost ~]# ll /dev/mapper/luks-root

2 lrwxrwxrwx. 1 root root 7 Dec 28 11:29 /dev/mapper/luks-root -> ../dm-0
� �

9.4 LUKS Mappingᶅ䍬

1. ↇᦢོ luks-root֋�
[root@localhost ~]# mkfs.xfs /dev/mapper/luks-root

2 meta-data=/dev/mapper/luks-root isize=512 agcount=4, agsize=655232
blks

= sectsz=512 attr=2, projid32bit=1
4 = crc=1 finobt=0, sparse=0

data = bsize=4096 blocks=2620928, imaxpct=25
6 = sunit=0 swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1
8 log =internal log bsize=4096 blocks=2560, version=2

= sectsz=512 sunit=0 blks, lazy-count=1
10 realtime =none extsz=4096 blocks=0, rtextents=0
� �

2. ᦎㆱᶅ䍬⹠䛯/sysroot֋�
[root@localhost ~]# mkdir /sysroot
� �

3. ᶅ䍬/dev/mapper/luks-rootລ/sysroot⹠䛯֋�
1 [root@localhost ~]# mount /dev/mapper/luks-root /sysroot/
� �

4. ℹ⹺ᶅ䍬֋�
1 [root@kvm7 ~]# df -h /sysroot

Filesystem Size Used Avail Use% Mounted on
3 /dev/mapper/luks-root 2.0G 136M 1.8G 1% /sysroot
� �
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9.5 initramfs㯋理

1. 䭳㼡⸐ Initialized RAM disk initramfs imageေ㜆╌⁲ luks⸐ driver劫䥉⍮ῑ⥠▊
䥉ᅻ luks⸐ mapping劫ᩉ䭭὘ᐿ dracutဌἧ劫༑ො lvmဓ crypt⌸㏀劫ᓵ⃶㺕ⳣ
USB䩀䌝⿠ỹ LUKS䥉⍮㻦ᛯ⸐ keyfile劫૖ᩉ䭭༑ො usb_storage driver劫ext4,
vfat㈕䩀䌝⿠๽໦ྟေ㜆⸐ↇᦢ劫ၣຼ⥠▊ᶅ䍬֋�
1 [root@kvm7 ~]# vim /etc/dracut.conf.d/autounlock.conf

[root@kvm7 ~]# cat /etc/dracut.conf.d/autounlock.conf
3 # dracut modules to omit

omit_dracutmodules+=" systemd"
5

# dracut modules to add to the default
7 add_dracutmodules+=" lvm crypt"

9 # dracut drivers to add to the default
add_drivers+=" usb_storage xts aes-x86_64"

11
filesystems+=" ext4 vfat xfs"
� �

2. dracutⳠⳞ initramfs⎝֋�
[root@kvm7 ~]# dracut /boot/initramfs-`uname -r`-luks-root.img `uname -r

`
� �
3. ℹ⹺/boot⹠䛯ં⸐ initramfs⎝劫ᒦ૽ initramfs-xxxx-luks-root.img֋�

1 [root@kvm7 ~]# ll /boot/initramfs-`uname -r`*
-rw-------. 1 root root 26460783 May 20 2019 /boot/initramfs

-3.10.0-862.2.3.el7.x86_64.img
3 -rw-------. 1 root root 26821231 Dec 5 13:04 /boot/initramfs

-3.10.0-862.2.3.el7.x86_64-luks-root.img
� �
4. initrd௶ⳣ὘ᦎ⸐ initramfs-xxxx-luks-root.img֋�

1 [root@kvm7 ~]# vim /boot/grub2/grub.cfg
[root@kvm7 ~]# grep luks /boot/grub2/grub.cfg

3 initrd16 /initramfs-3.10.0-862.2.3.el7.x86_64-luks-root.img
� �

9.6 LUKS安全➍○

1. linux䒛㇋ຟⳣ➍○ CVE-2016-4484֋
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2. Linux⿽⿠༑ᛯᢢ෮ Cryptsetup⨦䗜ᒯ➍○劫䴕ᛑေလᨛ㍾㏤ↄ⏺䧸֋

3. LUKSᛯ⿻⎪ℹම㼣௶ⳣ㘽䗜㺚䎕ො䜕㽽⸐ᛯ⿻劫㢲੷⹦ᴃ㨃 Enter䝔㎆ 70ラ劫
㍾㏤⁮䆄ⴸ῁⾵䷧ỽ䨹劫䥉ᔶᎰ㶈੷ಂ෮⁲ root⏺䧸⸐ initrd shell֋

4. CVE-2016-4484㽖㎮ᶶ䐿㟪౥ᨭ֋

9.7 ௶ⳣ/etc/crypttab

1. ℹ㽉/dev/vdb1⸐ luksUUID֋�
1 [root@kvm7 ~]# cryptsetup luksUUID /dev/vdb1

77472cc9-0dd3-4c4c-81ad-e0ecae7570b2
� �
2. ᦎㆱ luks ๽໦ྟᜬ᯶⎝劫⑅⎝⁲ዊಂ⏶௄劫ఔᤱ⤂ mapping ။֊㸅㖴֊䗠䠵֊
ↇᦢ劫㽖㎮⸐㼡ᛉὟᦢေⳣ man 5 crypttabℹ㽉㼡ᛉᱞก֋�

[root@kvm7 ~]# vim /etc/crypttab
2 [root@kvm7 ~]# cat /etc/crypttab

luks-root UUID=77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 none noauto
� �
3. 㑉䎍/ etc/ fstab劫ᜦ/ dev/mapper/ luks-root ᶅ䍬ὡ/ sysroot ⹠䛯劫ᶅ䍬ဌἧ

_netdev ᜦ luks ๽໦ྟ㺥⤂ᒣ䔍⾵⿠劫ଡ଼හᶅ䍬઄ᰰ༐㙂 sulogin劫ဌἧ x-
systemd.device-timeout=1ⴣ device᲋઄ລῑ劫1ラᨐỹ⇾ᶅ䍬֋�
1 [root@kvm7 ~]# vim /etc/fstab

[root@kvm7 ~]# grep luks-root /etc/fstab
3 /dev/mapper/luks-root /sysroot xfs

_netdev,x-systemd.device-timeout=1,defaults 0 0
� �
4. 䗜὘䥉⍮�

[root@kvm7 ~]# reboot
� �
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5. 䥉⍮ῑ㺕┅䎕ොᱥ䥉 luks๽໦ྟ⸐ᛯ⿻֋

6. 䗜὘䥉⍮ᨐ劫༑ᛯ๽໦ྟ/dev/vdb1 ⸐ mapping luks-root劫ᰰ༐ᶅ䍬ጃ/sysroot
⹠䛯֋�
1 [root@kvm7 ~]# lsblk /dev/vdb

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
3 vdb 252:16 0 4G 0 disk�ѱ

vdb1 252:17 0 2G 0 part�ѱ
5 luks-root 253:4 0 2G 0 crypt /sysroot

[root@kvm7 ~]# df -h /sysroot
7 Filesystem Size Used Avail Use% Mounted on

/dev/mapper/luks-root 2.0G 1.7G 318M 85% /sysroot
� �

9.8 KeyFile㻦ᛯ

1. ⳠⳞ੷ಂ䩀⍮䗠䠵 keyfile֋�
[root@kvm7 ~]# dd if=/dev/urandom of=/boot/keyfile bs=1024 count=4

2 4+0 records in
4+0 records out

4 4096 bytes (4.1 kB) copied, 0.00599741 s, 683 kB/s
� �
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2. ᜦ keyfile㼡ᛉᰰာ⁲ rootေ䀽လ֋�
[root@kvm7 ~]# chmod 0400 /boot/keyfile
� �

3. 䎕ො඿ແ luksↇᦢོ㼡ᛉ⸐ᛯ⿻ᜦ keyfile༑ລ luks๽໦ྟ/dev/vdb1֋�
1 [root@kvm7 ~]# cryptsetup luksAddKey /dev/vdb1 /boot/keyfile

Enter any existing passphrase:
� �
4. ᓵ⃶ૂແ᢯䥉ᅻ luks ⸐ mapping劫ຼ඿࿏䍬/sysroot劫ઝㄆ䨇 mapping /dev/

mapper/luks-root֋�
[root@kvm7 ~]# umount /sysroot/

2 [root@kvm7 ~]# dmsetup remove /dev/mapper/luks-root
[root@kvm7 ~]# ll /dev/mapper/luks-root

4 ls: cannot access /dev/mapper/luks-root: No such file or directory
� �
5. ଡ଼/boot/keyfile䥉ᅻ/dev/vdb1 mapping֋�

[root@kvm7 ~]# cryptsetup --key-file /boot/keyfile luksOpen /dev/vdb1
luks-root

2 [root@kvm7 ~]# ll /dev/mapper/luks-root
lrwxrwxrwx. 1 root root 7 Dec 5 14:14 /dev/mapper/luks-root -> ../dm-4
� �

6. ౥Ỷ luks mapping⎝/etc/crypttab๽໦ྟ㟓ང㻦ᛯᜬ᯶⎝劫⑅⎝⁲ዊಂ⏶௄劫ఔ
ᤱ⤂ mapping။֊㸅㖴֊䗠䠵֊ↇᦢ֋�
1 [root@kvm7 ~]# vim /etc/crypttab

[root@kvm7 ~]# cat /etc/crypttab
3 luks-root UUID=77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 /boot/keyfile luks
� �

7. 䗜὘䥉⍮�
1 [root@kvm7 ~]# reboot
� �

8. 䗜䥉⍮઄ⳣ䎕ොᛯ⿻劫༑ᛯ๽໦ྟ/dev/vdb1⸐ mapping luks-root劫ᰰ༐ᶅ䍬ጃ/
sysroot⹠䛯֋
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�
1 [root@kvm7 ~]# lsblk /dev/vdb

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
3 vdb 252:16 0 4G 0 disk�ѱ

vdb1 252:17 0 2G 0 part�ѱ
5 luks-root 253:4 0 2G 0 crypt /sysroot

[root@kvm7 ~]# df -h /sysroot
7 Filesystem Size Used Avail Use% Mounted on

/dev/mapper/luks-root 2.0G 1.7G 318M 85% /sysroot
� �

9.9 ઄௶ⳣ/etc/crypttab

1. ╌⁲/etc/crypttab⎝೑ luks mapping။ㄱᜬ᯶ῑ劫luks㻦ᛯ⸐ mapping⤂ luks-
uuid劫ℹ㽉/dev/vdb1⸐ uuid֋�

[root@kvm7 ~]# blkid /dev/vdb1
2 /dev/vdb1: UUID="77472cc9-0dd3-4c4c-81ad-e0ecae7570b2" TYPE="crypto_LUKS

"
� �
2. 䥉⍮ᶅ䍬㶟/ etc/ fstab ⸐ luks mapping Ỷᰰ luks-uuid ፔᦢ劫ᶅ䍬ဌἧ x-

systemd.device-timeout=1ⴣ device᲋઄ລῑ劫1ラᨐỹ⇾ᶅ䍬֋�
[root@kvm7 ~]# grep luks /etc/fstab

2 /dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 /sysroot xfs
_netdev,x-systemd.device-timeout=1,defaults 0 0
� �

3. 䥉 ⍮ Ↄ ᩇ ဌ ἧ ᴁ ᛉ rd.luks.uuid ဓ rd.luks.key劫 䗠 䠵 ⸐ ↇ ᦢ ῁ <key-
path>:<keydev> keydevေⳣ UUIDᰵ LABEL劫rd.luks.crypttab=noᴁᛉ઄௶ⳣ/
etc/crypttab೑ᜬ᯶劫ၣຼ䥉⍮ῑఔ⥱⁮᷾ᜪ device劫⹦ລ timeout֋�
1 [root@kvm7 ~]# grep luks /boot/grub2/grub.cfg

linux16 /vmlinuz-3.10.0-862.2.3.el7.x86_64 root=/dev/mapper/
vg_kvm7usb-root ro

3 crashkernel=auto rd.lvm.lv=vg_kvm7usb/root rd.lvm.lv=vg_kvm7usb/swap
rhgb quiet

rd.luks.uuid=77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 rd.luks.name=luks-
root

5 rd.luks.key=/keyfile:UUID="ad20c60f-2418-488b-950f-90fc56cc7792" rd.
luks.crypttab=no
initrd16 /initramfs-3.10.0-862.2.3.el7.x86_64-luks-root.img
� �

4. 䗜὘䥉⍮

De-Yu Wang CSIE CYUT 75



9.9. ઄௶ⳣ/ETC/CRYPTTAB CHAPTER 9. LUKS⎝→㍾㏤༑㻦ᛯ

�
[root@kvm7 ~]# reboot
� �

5. 䗜䥉⍮઄ⳣ䎕ොᛯ⿻劫༑ᛯ๽໦ྟ/dev/vdb1 ⸐ mapping luks-77472cc9-0dd3-
4c4c-81ad-e0ecae7570b2劫ᰰ༐ᶅ䍬ጃ/sysroot⹠䛯֋�
1 [root@kvm7 ~]# lsblk /dev/vdb

NAME MAJ:MIN RM SIZE RO TYPE
MOUNTPOINT

3 vdb 252:16 0 4G 0 disk�ѱ
vdb1 252:17 0 2G 0 part�ѱ

5 luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2
253:0 0 2G 0 crypt /

sysroot
7 [root@kvm7 ~]# df -h /sysroot/

Filesystem Size Used Avail
Use% Mounted on

9 /dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 2.0G 1.7G 318M
85% /sysroot
� �
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Chapter 10

LUKS༑ᛯↄ⹠䛯

10.1 ↄ⹠䛯⎝→㸪㸡

1. ↇᦢོ/dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2֋�
1 [root@kvm7 ~]# mkfs.xfs /dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-

e0ecae7570b2 -f
meta-data=/dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 isize

=512 agcount=4, agsize=130944 blks
3 = sectsz=512 attr=2, projid32bit=1

= crc=1 finobt=0, sparse=0
5 data = bsize=4096 blocks=523776, imaxpct=25

= sunit=0 swidth=0 blks
7 naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=2560, version=2
9 = sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0
� �
2. ᦎ ㆱ ᶅ 䍬 ⹠ 䛯/ sysroot ᶅ 䍬/ dev/ mapper/ luks-77472cc9-0dd3-4c4c-81ad-

e0ecae7570b2֋�
[root@kvm7 ~]# mkdir /sysroot

2 [root@kvm7 ~]# mount /dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-
e0ecae7570b2 /sysroot/

[root@kvm7 ~]# ll /sysroot
4 total 0
� �

3. ᜦ/ↄ⹠䛯⎝→㍾㏤㸪㸡ລ luksᶅ䍬⹠䛯/sysroot֋�
[root@kvm7 ~]# cp -axZ / /sysroot/

2 [root@kvm7 ~]# ll /sysroot/
total 20

4 lrwxrwxrwx. 1 root root 7 Jul 10 2018 bin -> usr/bin
dr-xr-xr-x. 2 root root 6 May 20 2019 boot

6 drwxr-xr-x. 2 root root 6 Dec 4 19:51 dev
drwxr-xr-x. 89 root root 8192 Dec 4 21:29 etc
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8 drwxr-xr-x. 2 root root 6 Jun 10 21:09 home
lrwxrwxrwx. 1 root root 7 Jul 10 2018 lib -> usr/lib

10 lrwxrwxrwx. 1 root root 9 Jul 10 2018 lib64 -> usr/lib64
drwx------. 2 root root 6 Jul 10 2018 lost+found

12 drwxr-xr-x. 2 root root 6 Apr 11 2018 media
drwxr-xr-x. 2 root root 6 Dec 4 16:33 misc

14 drwxr-xr-x. 5 root root 46 Oct 24 19:51 mnt
drwxr-xr-x. 2 root root 6 Dec 4 16:33 net

16 drwxr-xr-x. 2 root root 6 Apr 11 2018 opt
dr-xr-xr-x. 2 root root 6 Sep 1 17:20 proc

18 dr-xr-x---. 5 root root 4096 Dec 4 19:23 root
drwxr-xr-x. 2 root root 6 Dec 4 19:19 run

20 lrwxrwxrwx. 1 root root 8 Jul 10 2018 sbin -> usr/sbin
drwxr-xr-x. 2 root root 6 Apr 11 2018 srv

22 dr-xr-xr-x. 2 root root 6 Sep 1 17:20 sys
drwxr-xr-x. 2 root root 6 Dec 4 20:04 sysroot

24 drwxrwxrwt. 12 root root 4096 Dec 4 21:43 tmp
drwxr-xr-x. 13 root root 155 Jul 10 2018 usr

26 drwxr-xr-x. 20 root root 278 Jul 10 2018 var
� �
4. 㺕㼑ᨛጃ/sysroot⸐ↄ⹠䛯ⳠⳞ੷ಂㅩ⎝.autorelabel劫ጃଡ଼ luks mapping⤂ↄ⹠
䛯䥉⍮ῑ劫᫆ᨭ⎝→⸐ selinux contexts劫ၣຼ䥉⍮ῑ⁮ዎ selinuxጃᅻང⫂ᮍ㙂
⥠▊⸉ො֋�

[root@kvm7 ~]# touch /sysroot/.autorelabel
� �
5. ౥Ỷ luks ᶅ䍬⹠䛯/sysroot ⸐䥉⍮ᶅ䍬㶟 etc/fstab劫ↄ⹠䛯ᶅ䍬㸅㖴Ỷ⤂/dev/

mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2֋�
1 [root@kvm7 ~]# grep luks /sysroot/etc/fstab

/dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 / xfs
defaults 1 1
� �

10.2 ↄ⹠䛯 LUKS༑ᛯ

1. 䥉⍮䒰ᇁ὘ᐿ੷ↄ⹠䛯⤂ luks-uuid ⸐⎝→㍾㏤劫Ↄᩇဌἧᴁᛉ rd.luks.uuid ဓ
rd.luks.key劫䗠䠵⸐ↇᦢ῁ <keypath>:<keydev> keydevေⳣ UUIDᰵ LABEL劫
rd.luks.crypttab=noᴁᛉ઄௶ⳣ/etc/crypttab⎝⸐ luks mappingᜬ᯶㻦ᛯ⎝֋�

[root@kvm7 ~]# vim /boot/grub2/grub.cfg
2 [root@kvm7 ~]# grep luks /boot/grub2/grub.cfg

linux16 /vmlinuz-3.10.0-862.2.3.el7.x86_64
4 root=/dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 ro

crashkernel=auto
rd.lvm.lv=vg_kvm7usb/swap rhgb quiet rd.luks.uuid=77472cc9-0dd3-4c4c-81

ad-e0ecae7570b2
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6 rd.luks.name=luks-root rd.luks.key=/keyfile:UUID="ad20c60f-2418-488b
-950f-90fc56cc7792"

rd.luks.crypttab=no
8 initrd16 /initramfs-3.10.0-862.2.3.el7.x86_64-luks-root.img

10 linux16 /vmlinuz-3.10.0-862.2.3.el7.x86_64 root=/dev/mapper/
vg_kvm7usb-root ro

crashkernel=auto rd.lvm.lv=vg_kvm7usb/root rd.lvm.lv=vg_kvm7usb/swap
rhgb quiet

12 initrd16 /initramfs-3.10.0-862.2.3.el7.x86_64.img
� �
2. 䗜὘䥉⍮�

[root@kvm7 ~]# reboot
� �
3. 䗜䥉⍮ଡ଼ luks 䒰ᇁ䥉⍮劫઄ⳣ䎕ොᛯ⿻劫䥉⍮ᨐ⸉ොℹ⹺ↄ⹠䛯ᶅ䍬ጃ/

dev/dm-0֋༑ᛯ๽໦ྟ/dev/vdb1 ⸐ mapping luks-77472cc9-0dd3-4c4c-81ad-
e0ecae7570b2劫ᰰ༐ᶅ䍬ጃ/ↄ⹠䛯֋�
1 [root@kvm7 ~]# df -h

Filesystem Size Used Avail Use% Mounted on
3 /dev/dm-0 2.0G 1.6G 440M 79% /

devtmpfs 483M 0 483M 0% /dev
5 tmpfs 496M 0 496M 0% /dev/shm

tmpfs 496M 6.8M 490M 2% /run
7 tmpfs 496M 0 496M 0% /sys/fs/cgroup

/dev/mapper/vg_kvm7home-vo 35M 33M 193K 100% /home
9 /dev/vda1 197M 160M 38M 82% /boot

tmpfs 100M 0 100M 0% /run/user/0
� �
4. ℹ⹺/dev/dm-0ᝋ῁ luks๽໦ྟ/dev/vdb1⸐mapping luks-77472cc9-0dd3-4c4c-

81ad-e0ecae7570b2֋�
[root@kvm7 ~]# ll /dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2

2 lrwxrwxrwx. 1 root root 7 Dec 5 20:56 /dev/mapper/luks-77472cc9-0dd3-4
c4c-81ad-e0ecae7570b2 -> ../dm-0

[root@kvm7 ~]# lsblk /dev/vdb
4 NAME MAJ:MIN RM SIZE RO TYPE

MOUNTPOINT
vdb 252:16 0 4G 0 disk�ѱ

6 vdb1 252:17 0 2G 0 part�ѱ
luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2

8 253:0 0 2G 0 crypt /
� �
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10.3 keyfileᚐỹ⎝→㍾㏤✜ഐ

1. ₒ㉵ૂແ⤂Ὗశ⛀㽋劫LUKS⸐㻦ᛯ⎝ỹጃ䥉⍮⎝→㍾㏤/bootત劫ᜋ䨸௶ⳣῑᩉ
䭭ᜦ keyfile ᚐỹὡ෭୍㸅㖴劫ంᓵ効USB 䩀䌝⿠劫⑅ῑᓵ⃶௶ⳣ UUID ᴁᛉ㸅
㖴劫ᝋာ㜆ዠᛉ௶੷ಂ usb ⿠䥉⍮劫᱔ଡ଼ᩉ䭭Ỷⳣ㸅㖴 label֋ℹ⹺⹠ແ⸐⎝→
㍾㏤劫ຟⳣ/dev/vda6⸐ vgmnt௽⛀㽋઄၊ↇᦢ⸐⎝→㍾㏤ᚐỹ luks䗠䠵֋�

[root@kvm7 ~]# lsblk
2 NAME MAJ:MIN RM SIZE RO TYPE

MOUNTPOINT
vda 252:0 0 4G 0 disk�ѱ

4 vda1 252:1 0 200M 0 part /
boot�
ѱ

vda2 252:2 0 3.4G 0 part��ѱ
6 vg_kvm7usb-root 253:1 0 3.1G 0 lvm /

sysroot��
ѱ

vg_kvm7usb-swap 253:2 0 124M 0 lvm [SWAP
]�
ѱ

8 vda3 252:3 0 130M 0 part��ѱ
vg_kvm7home-vo 253:4 0 40M 0 lvm /home�
ѱ

10 vda4 252:4 0 1K 0 part�ѱ
vda5 252:5 0 15M 0 part [

SWAP]�
ѱ

12 vda6 252:6 0 248M 0 part�ѱ
vgmnt-ppp 253:3 0 16M 0 lvm

14 vdb 252:16 0 4G 0 disk�ѱ
vdb1 252:17 0 2G 0 part�ѱ

16 luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2
253:0 0 2G 0 crypt /
� �

2. ౥Ỷ vgmnt࿎ก㏀ત⸐ lv ppp။ㄱ⤂ xfs劫㙂ઋคⳠⳞ။⤂ ext4ဓ vfat෠ಂ lv֋�
1 [root@kvm7 ~]# lvrename vgmnt ppp xfs

Renamed "ppp" to "xfs" in volume group "vgmnt"
3 [root@kvm7 ~]# lvcreate -L 10M -n ext4 vgmnt

Rounding up size to full physical extent 12.00 MiB
5 Logical volume "ext4" created.

[root@kvm7 ~]# lvcreate -L 10M -n vfat vgmnt
7 Rounding up size to full physical extent 12.00 MiB

Logical volume "vfat" created.
� �
3. vgmnt࿎ก㏀ત⸐။⤂ xfs, ext4ဓ vfat઀ಂ lv劫๽ປↇᦢོ⤂ xfs, ext4ဓ vfat֋�

[root@kvm7 ~]# mkfs.xfs /dev/vgmnt/xfs
2 mkfs.xfs: /dev/vgmnt/xfs appears to contain an existing filesystem (ext3

).
mkfs.xfs: Use the -f option to force overwrite.

4 [root@kvm7 ~]# mkfs.xfs /dev/vgmnt/xfs -f
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meta-data=/dev/vgmnt/xfs isize=512 agcount=1, agsize=4096
blks

6 = sectsz=512 attr=2, projid32bit=1
= crc=1 finobt=0, sparse=0

8 data = bsize=4096 blocks=4096, imaxpct=25
= sunit=0 swidth=0 blks

10 naming =version 2 bsize=4096 ascii-ci=0 ftype=1
log =internal log bsize=4096 blocks=855, version=2

12 = sectsz=512 sunit=0 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

14 [root@kvm7 ~]# mkfs.ext4 /dev/vgmnt/ext4
mke2fs 1.42.9 (28-Dec-2013)

16 Filesystem label=
OS type: Linux

18 Block size=1024 (log=0)
Fragment size=1024 (log=0)

20 Stride=0 blocks, Stripe width=0 blocks
3072 inodes, 12288 blocks

22 614 blocks (5.00%) reserved for the super user
First data block=1

24 Maximum filesystem blocks=12582912
2 block groups

26 8192 blocks per group, 8192 fragments per group
1536 inodes per group

28 Superblock backups stored on blocks:
8193

30
Allocating group tables: done

32 Writing inode tables: done
Creating journal (1024 blocks): done

34 Writing superblocks and filesystem accounting information: done

36 [root@kvm7 ~]# mkfs.vfat /dev/vgmnt/vfat
mkfs.fat 3.0.20 (12 Jun 2013)

38 unable to get drive geometry, using default 255/63
� �
4. ᦎㆱઝᶅ䍬 xfs, ext4ဓ vfat઀ಂ lv֋�

[root@kvm7 ~]# mkdir -p /mnt/lukskey/{xfs,ext4,vfat}
2 [root@kvm7 ~]# mount /dev/vgmnt/xfs /mnt/lukskey/xfs

[root@kvm7 ~]# mount /dev/vgmnt/ext4 /mnt/lukskey/ext4
4 [root@kvm7 ~]# mount /dev/vgmnt/vfat /mnt/lukskey/vfat
� �

10.4 ὘ᐿ LUKS⸐ keyfiles

1. ጃ xfs, ext4ဓ vfat઀ಂ lvᶅ䍬⹠䛯ં劫၃὘ᐿ੷Თ䗠䠵֋�
[root@kvm7 ~]# dd if=/dev/urandom of=/mnt/lukskey/xfs/xfskeyfile bs=1024

count=4

De-Yu Wang CSIE CYUT 81



10.4. ὘ᐿ LUKS⸐ KEYFILES CHAPTER 10. LUKS༑ᛯↄ⹠䛯

2 4+0 records in
4+0 records out

4 4096 bytes (4.1 kB) copied, 0.000942181 s, 4.3 MB/s
[root@kvm7 ~]# dd if=/dev/urandom of=/mnt/lukskey/ext4/ext4keyfile bs

=1024 count=4
6 4+0 records in

4+0 records out
8 4096 bytes (4.1 kB) copied, 0.000761101 s, 5.4 MB/s

[root@kvm7 ~]# dd if=/dev/urandom of=/mnt/lukskey/vfat/vfatkeyfile bs
=1024 count=4

10 4+0 records in
4+0 records out

12 4096 bytes (4.1 kB) copied, 0.00172373 s, 2.4 MB/s
� �
2. ᜦ xfs, ext4ဓ vfat઀ಂ lvᶅ䍬⹠䛯ં⸐䗠䠵劫䔟὘ᐿ⤂䥉ᅻ/dev/vdb1⸐䗠䠵֋�

[root@kvm7 ~]# cryptsetup luksAddKey /dev/vdb1 /mnt/lukskey/xfs/
xfskeyfile

2 Enter any existing passphrase:
[root@kvm7 ~]# cryptsetup luksAddKey /dev/vdb1 /mnt/lukskey/ext4/

ext4keyfile
4 Enter any existing passphrase:

[root@kvm7 ~]# cryptsetup luksAddKey /dev/vdb1 /mnt/lukskey/vfat/
vfatkeyfile

6 Enter any existing passphrase:
� �
3. ℹ⹺/dev/vdb1⸐䗠䠵劫⹠ແ⁲ Key Slot 0㟙 4෨ 5Თ䗠䠵֋�

[root@kvm7 ~]# cryptsetup luksDump /dev/vdb1
2 LUKS header information for /dev/vdb1

4 Version: 1
Cipher name: aes

6 Cipher mode: xts-plain64
Hash spec: sha256

8 Payload offset: 4096
MK bits: 256

10 MK digest: dc f8 00 ba 18 9d ee 80 80 27 c9 5e 2b e4 88 5e e0 05 d6
39

MK salt: d1 3e 91 cb 80 f3 4f 9d 91 c4 da e2 25 e2 5b 5e
12 78 d5 07 de 04 6e fd 9e 48 4d 8a 31 49 42 16 f5

MK iterations: 35008
14 UUID: 77472cc9-0dd3-4c4c-81ad-e0ecae7570b2

16 Key Slot 0: ENABLED
Iterations: 556568

18 Salt: 6f ea 6a 2c c8 4b 97 d2 47 c9 6b c8 ef b2 d7
86

a6 58 41 14 8f 34 3f a9 d4 25 02 6c 0e c8 a6
12

20 Key material offset: 8
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AF stripes: 4000
22 Key Slot 1: ENABLED

Iterations: 563144
24 Salt: 66 0e 2e c1 8a a3 3f cb 21 7d 50 ed aa 96 3d

d7
09 54 36 a9 15 5a b1 3e 4e fe 35 d6 10 b3 ac

35
26 Key material offset: 264

AF stripes: 4000
28 Key Slot 2: ENABLED

Iterations: 517558
30 Salt: 59 ef 20 e6 1b da 6e b9 03 0f c4 8c 4d 1a 57

71
5d 18 92 e8 da 42 b9 9b 00 0f f2 17 ee e1 10

41
32 Key material offset: 520

AF stripes: 4000
34 Key Slot 3: ENABLED

Iterations: 539946
36 Salt: 8b 0e d0 09 ad 19 77 51 a6 5c 61 24 37 24 a6

02
f2 95 02 6e 36 52 52 fb 2a 24 66 56 ad 54 2f

fd
38 Key material offset: 776

AF stripes: 4000
40 Key Slot 4: ENABLED

Iterations: 520642
42 Salt: 7f 34 1c 22 4d 97 1d 9f d2 fe fb 8b 4c 47 42

de
b0 a5 6d 82 54 0e 26 65 f5 4f ac 9e 9e 8a 01

33
44 Key material offset: 1032

AF stripes: 4000
46 Key Slot 5: DISABLED

Key Slot 6: DISABLED
48 Key Slot 7: DISABLED
� �

10.5 ⎝→㍾㏤㼡ᛉ Label

1. ℹ⹺઀ಂᚐỹ䗠䠵⸐ LV䔟╌⁲㼡ᛉ label֋�
[root@kvm7 ~]# blkid /dev/vgmnt/*

2 /dev/vgmnt/ext4: UUID="f6827c85-3054-46b6-8552-e18da8a7dfd8" TYPE="ext4"
/dev/vgmnt/vfat: SEC_TYPE="msdos" UUID="76C0-ED83" TYPE="vfat"

4 /dev/vgmnt/xfs: UUID="a6b24877-cb4e-49b5-ade1-ee19fdc2941e" TYPE="xfs"
� �
2. ඿࿏䍬֋�

[root@kvm7 ~]# umount /mnt/lukskey/*
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� �
3. 㼡ᛉ xfs⎝→㍾㏤⸐ label֋�

1 [root@kvm7 ~]# xfs_admin -L xfs-lukskey /dev/vgmnt/xfs
writing all SBs

3 new label = "xfs-lukskey"
� �
4. 㼡ᛉ ext⎝→㍾㏤⸐ label֋�

1 [root@kvm7 ~]# e2label /dev/vgmnt/ext4 ext4-lukskey
� �
5. 㼡ᛉ vfat⎝→㍾㏤⸐ label劫䤺᥅⁲䧸ຫ㙂ઋ㺕ᒯᜐ֋�

1 [root@kvm7 ~]# fatlabel /dev/vgmnt/vfat vfat-lukskey
fatlabel: labels can be no longer than 11 characters

3 [root@kvm7 ~]# fatlabel /dev/vgmnt/vfat vfat-luks
fatlabel: labels cannot contain lower case characters

5 [root@kvm7 ~]# fatlabel /dev/vgmnt/vfat VFAT-LUKS
� �
6. คℹ⹺઀ಂᚐỹ䗠䠵⸐ LV⸐ label֋�

1 [root@kvm7 ~]# blkid /dev/vgmnt/*
/dev/vgmnt/ext4: LABEL="ext4-lukskey" UUID="f6827c85-3054-46b6-8552-

e18da8a7dfd8" TYPE="ext4"
3 /dev/vgmnt/vfat: SEC_TYPE="msdos" LABEL="VFAT-LUKS" UUID="76C0-ED83"

TYPE="vfat"
/dev/vgmnt/xfs: LABEL="xfs-lukskey" UUID="a6b24877-cb4e-49b5-ade1-

ee19fdc2941e" TYPE="xfs"
� �

10.6 䥉⍮⛀㽋

1. ౥Ỷ䥉⍮Ↄᩇ䒰䭪 rd.luks.key⸐㸅㖴⤂ LABEL="VFAT-LUKS"ં⸐ vfatkeyfile劫
ⳬὡ⛀㽋⸐⎝→㍾㏤῁ lvm劫᱔ଡ଼ᩉ䭭༑ rd.lvm.lv=vgmnt/vfat֋�

[root@kvm7 ~]# vim /boot/grub2/grub.cfg
2 [root@kvm7 ~]# grep LABEL /boot/grub2/grub.cfg

linux16 /vmlinuz-3.10.0-862.2.3.el7.x86_64
4 root=/dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 ro

crashkernel=auto rd.lvm.lv=vg_kvm7usb/root rd.lvm.lv=vg_kvm7usb/swap
6 rhgb quiet rd.lvm.lv=vgmnt/vfat rd.luks.uuid=77472cc9-0dd3-4c4c-81ad-

e0ecae7570b2
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rd.luks.name=luks-root rd.luks.key=/vfatkeyfile:LABEL="VFAT-LUKS" rd.
luks.crypttab=no
� �

2. 䗜὘䥉⍮�
1 [root@kvm7 ~]# reboot
� �

3. 䥉⍮ῑ᲋઄ລ䗠䠵劫䎕ොᛯ⿻䥉⍮劫⸉ොᨐᶅ䍬/dev/vgmnt/vfatℹ⹺劫䗠䠵⸐⎝
။ઝ઄῁ⴣῑⳠⳞ⸐ vfatkeyfile㙂῁ VFATKE-1劫࿲ዎ῁ vfat⎝→㍾㏤⎝→䤺᥅
䧸ຫઝⳣᒯᜐ֋�
1 [root@kvm7 ~]# mount /dev/vgmnt/vfat /mnt/lukskey/vfat

[root@kvm7 ~]# ll /mnt/lukskey/vfat
3 total 4

-rwxr-xr-x. 1 root root 4096 Dec 6 08:01 VFATKE~1
� �
4. ⛀㽋㏉⃶劫௶ⳣᒯᜐ⸐⎝။ VFATKE-1劫䥉⍮⥠▊လᨛ䗠䠵劫⎝။Ỷ⤂ᜮᜐ⸐

vkey֋�
[root@kvm7 ~]# mv /mnt/lukskey/vfat/VFATKE~1 /mnt/lukskey/vfat/vkey
� �

5. ౥Ỷ䥉⍮Ↄᩇ䒰䭪 rd.luks.key⸐㸅㖴⤂ LABEL="VFAT-LUKS"ં⸐ vkey֋�
1 [root@kvm7 ~]# vim /boot/grub2/grub.cfg

[root@kvm7 ~]# grep LABEL /boot/grub2/grub.cfg
3 linux16 /vmlinuz-3.10.0-862.2.3.el7.x86_64

root=/dev/mapper/luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 ro
5 crashkernel=auto rd.lvm.lv=vg_kvm7usb/root rd.lvm.lv=vg_kvm7usb/swap

rhgb quiet rd.lvm.lv=vgmnt/vfat rd.luks.uuid=77472cc9-0dd3-4c4c-81ad-
e0ecae7570b2

7 rd.luks.name=luks-root rd.luks.key=/vkey:LABEL="VFAT-LUKS" rd.luks.
crypttab=no
� �

6. ค䗜὘䥉⍮�
� �
7. ↄ⹠䛯ᰰ༐ᶅ䍬ጃ/ dev/ vdb1 ⸐ mapping luks-77472cc9-0dd3-4c4c-81ad-

e0ecae7570b2֋
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�
[root@kvm7 ~]# lsblk /dev/vdb1

2 NAME MAJ:MIN RM SIZE RO TYPE
MOUNTPOINT

vdb1 252:17 0 2G 0 part�ѱ
4 luks-77472cc9-0dd3-4c4c-81ad-e0ecae7570b2 253:3 0 2G 0 crypt /
� �

8. xfsဓ ext4⎝→㍾㏤劫䔟઄䪈౥Ỷ䗠䠵⎝။劫ᰰ༐䥉⍮ᶅ䍬֋

10.7 ༑ᒯ LUKS๽໦ྟ

1. ℹ⹺⹠ແ๽໦ྟ劫ↄ⹠䛯௶ⳣ/dev/sda2 LUKS༑ᛯ劫㺕ᜦ/dev/sda3௬ො LUKS
k༑ᛯ๽໦ྟ֋�

[root@localhost ~]# lsblk
2 NAME MAJ:MIN RM SIZE RO TYPE

MOUNTPOINT
sda 8:0 0 18.4G 0 disk�ѱ

4 sda1 8:1 0 400M 0 part /boot�ѱ
sda2 8:2 0 10G 0 part��ѱ

6 luks-b22f30aa-72d7-4523-aa21-dc516da53fc8
253:0 0 10G 0 crypt /�ѱ

8 sda3 8:3 0 4G 0 part�ѱ
sda4 8:4 0 1K 0 part�ѱ

10 sda5 8:5 0 500M 0 part [SWAP]�ѱ
sda6 8:6 0 10M 0 part

12 sr0 11:0 1 55.3M 0 rom
� �
2. GUEST fdiskຠ䨇/dev/sda2ဓ/dev/sda3劫䗜὘๽໦⸐/dev/sda2劫෭䥉ᔶဓ㏉₿

sector཯ၨ࿲௽⸐/dev/sda2ဓ/dev/sda3劫૖ᝋ῁ᜦ/dev/sda2ဓ/dev/sda3၆௬
⤂/dev/sda2֋�

[root@localhost ~]# fdisk /dev/sda
2 Welcome to fdisk (util-linux 2.23.2).

4 Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

6
Command (m for help): p

8
Disk /dev/sda: 19.8 GB, 19787972608 bytes, 38648384 sectors

10 Units = sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes

12 I/O size (minimum/optimal): 512 bytes / 512 bytes
Disk label type: dos

14 Disk identifier: 0x000a6d01

16 Device Boot Start End Blocks Id System
/dev/sda1 * 2048 821247 409600 83 Linux
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18 /dev/sda2 821248 21792767 10485760 83 Linux
/dev/sda3 21792768 30181375 4194304 83 Linux

20 /dev/sda4 30181376 38647807 4233216 5 Extended
/dev/sda5 30183424 31207423 512000 82 Linux swap /

Solaris
22 /dev/sda6 31209472 31229951 10240 83 Linux

24 Command (m for help): d
Partition number (1-6, default 6): 3

26 Partition 3 is deleted

28 Command (m for help): d
Partition number (1,2,4-6, default 6): 2

30 Partition 2 is deleted

32 Command (m for help): n
Partition type:

34 p primary (1 primary, 1 extended, 2 free)
l logical (numbered from 5)

36 Select (default p): p
Partition number (2,3, default 2): 2

38 First sector (821248-38648383, default 821248):
Using default value 821248

40 Last sector, +sectors or +size{K,M,G} (821248-30181375, default
30181375):

Using default value 30181375
42 Partition 2 of type Linux and of size 14 GiB is set

44 Command (m for help): w
The partition table has been altered!

46
Calling ioctl() to re-read partition table.

48
WARNING: Re-reading the partition table failed with error 16: Device or

resource busy.
50 The kernel still uses the old table. The new table will be used at

the next reboot or after you run partprobe(8) or kpartx(8)
52 Syncing disks.
� �

3. GUEST䗜὘䥉⍮֋�
[root@localhost ~]# reboot

2 Connection to 127.0.0.1 closed by remote host.
Connection to 127.0.0.1 closed.
� �

4. 䗜὘⸉ො GUESTᨐℹ⹺劫LUKS๽໦ྟ᢯༑ᒯລ 14G֋�
1 [root@dyw219 ~]# ssh -o VerifyHostKeyDNS=no -l kkdd -p 5679 127.0.0.1

Verification code:
3 Password:

Last login: Tue Mar 20 10:10:03 2018 from gateway
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5 [kkdd@localhost ~]$ su -
Password:

7 Last login: Tue Mar 20 10:10:13 CST 2018 on pts/0
[root@localhost ~]# lsblk

9 NAME MAJ:MIN RM SIZE RO TYPE
MOUNTPOINT

sda 8:0 0 18.4G 0 disk�ѱ
11 sda1 8:1 0 400M 0 part /boot�ѱ

sda2 8:2 0 14G 0 part��ѱ
13 luks-b22f30aa-72d7-4523-aa21-dc516da53fc8

253:0 0 14G 0 crypt /�ѱ
15 sda4 8:4 0 1K 0 part�ѱ

sda5 8:5 0 500M 0 part [SWAP]�ѱ
17 sda6 8:6 0 10M 0 part

sr0 11:0 1 55.3M 0 rom
� �
5. ஽ᶅ䍬ጃↄ⹠䛯⸐๽໦ྟ䒼῁ာ⁲࿲௽⸐ 10G֋�

[root@localhost ~]# df -h
2 Filesystem Size Used Avail Use% Mounted on

/dev/dm-0 10G 7.2G 2.8G 73% /
4 devtmpfs 2.1G 0 2.1G 0% /dev

tmpfs 2.1G 0 2.1G 0% /dev/shm
6 tmpfs 2.1G 8.9M 2.1G 1% /run

tmpfs 2.1G 0 2.1G 0% /sys/fs/cgroup
8 /dev/sda1 397M 248M 150M 63% /boot

tmpfs 422M 12K 422M 1% /run/user/42
10 tmpfs 422M 0 422M 0% /run/user/1000

tmpfs 422M 0 422M 0% /run/user/0
� �
6. ᩉ䭭඿௶ⳣ cryptsetup resize luks⎝→㍾㏤֋�

1 [root@localhost ~]# cryptsetup -v resize luks-b22f30aa-72d7-4523-aa21-
dc516da53fc8

Command successful.
� �
7. ค௶ⳣ resize2fs䗜὘㾓ἣ luks⎝→㍾㏤劫๱⯡ଡ଼ં䜕㽽劫࿲ዎ⤂⎝→㍾㏤⤂ xfs
ↇᦢ劫઄῁ ext2/ext3/ext4ↇᦢ劫઄㜆௶ⳣ resize2fsᢢ෮֋�

[root@localhost ~]# resize2fs /dev/mapper/luks-b22f30aa-72d7-4523-aa21-
dc516da53fc8

2 resize2fs 1.42.9 (28-Dec-2013)
resize2fs: Bad magic number in super-block while trying to open /dev/

mapper/luks-b22f30aa-72d7-4523-aa21-dc516da53fc8
4 Couldn't find valid filesystem superblock.
� �
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8. ⑅ luks ๽໦ྟ⤂ xfs ⎝→㍾㏤劫㺕௶ⳣ xfs_growfs ᢢ෮ᜦ⎝→㍾㏤ỹᒯລ
cryptsetup resize㾓ἣ⸐ಳ֋�

[root@localhost ~]# xfs_growfs /dev/mapper/luks-b22f30aa-72d7-4523-aa21-
dc516da53fc8

2 meta-data=/dev/mapper/luks-b22f30aa-72d7-4523-aa21-dc516da53fc8 isize
=512 agcount=4, agsize=655232 blks

= sectsz=512 attr=2, projid32bit=1
4 = crc=1 finobt=0 spinodes=0

data = bsize=4096 blocks=2620928, imaxpct=25
6 = sunit=0 swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1
8 log =internal bsize=4096 blocks=2560, version=2

= sectsz=512 sunit=0 blks, lazy-count=1
10 realtime =none extsz=4096 blocks=0, rtextents=0

data blocks changed from 2620928 to 3669504
� �
9. คℹ⹺ↄ⹠䛯ᶅ䍬兮᢯ỹᒯລ 14G֋�

1 [root@localhost ~]# df -h
Filesystem Size Used Avail Use% Mounted on

3 /dev/dm-0 14G 7.2G 6.8G 52% /
devtmpfs 2.1G 0 2.1G 0% /dev

5 tmpfs 2.1G 0 2.1G 0% /dev/shm
tmpfs 2.1G 8.9M 2.1G 1% /run

7 tmpfs 2.1G 0 2.1G 0% /sys/fs/cgroup
/dev/sda1 397M 248M 150M 63% /boot

9 tmpfs 422M 12K 422M 1% /run/user/42
tmpfs 422M 0 422M 0% /run/user/1000

11 tmpfs 422M 0 422M 0% /run/user/0
� �
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